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Growing Up Digital

The internet is an extraordinary force for good but it is not designed with children
in mind. Yet one third of internet users are under the age of 18 and the part it
plays in their lives continues to grow: among 3-4 year olds, in the last year, time
online increased from 6 hours 48 minutes to 8 hours 18 minutes a week, and 12-
15 year olds now spend over 20 hours a week online?

Despite good progress made by government and industry together through the
UK Council for Child Internet Safety (UKCCIS) on issues such as parental control
filters and age verification, much more needs to be done to create a supportive
digital environment for children and young people. At the moment, children are
not being equipped with adequate skills to negotiate their lives online. Offline,
adults aim not just to ‘educate’ children as they grow up, but to help them
develop resilience and the ability to interact critically with the world; recognising
that without these ‘softer’ skills, they cannot grow up as agents of their own lives.

Having considered how well children are prepared to engage with the internet,
with a group of technology, legal and policy experts, the Children’'s Commissioner
believes it is time for a step change in how we prepare children for digital life. She
is calling for three interventions from government: the creation of a digital
citizenship programme, to be compulsory in every school from 4 - 14;
implementation of the intent of the General Data Protection Regulation, by
introducing simplified Terms and Conditions for digital services offered to children;
and a new Children’s Digital Ombudsman to mediate between under 18s and
social media companies.

Together these interventions would give children and young adults resilience,
information and power, and hence open up the internet to them as a place
where they can be citizens not just users, creative but not addicted?®, open yet not
vulnerable to having their personal information captured and monetised by
companies. The rights enjoyed by children offline must be extended online. While
the US, Australia, the EU and even the UK have made small steps toward better
protecting children’s rights online, the scale at which these rights are still routinely
ignored is eye-watering. Without these interventions, the Children’s Commissioner
believes that we are failing in our fundamental responsibility as adults to give
children the tools to be agents of their own lives.

' Livingstone, S, Carr, J. and Byrne, J. (2016). One in Three: Internet Governance and Children’s Rights.
Innocenti Discussion Paper No.2016-01, UNICEF Office of Research, Florence. Page 15

20fcom (2016). Children and parents: media use and attitudes report, Ofcom, London. Page 47, Figure
17

3*"Many children recognize the symptoms of internet addiction, including losing contact with reality,
losing interest in activities, headaches, eye problems, sleep problems, and losing friends.” EU Kids
Online (2014) accessed via http://eprints.Ise.ac.uk/60512/1/EU%20Kids%200nlinie%20I11%20.pdf (Dec
2016). Page 21

Children’'s Commissioner Growing Up Digital A report of the Growing Up Digital Taskforce 3


http://eprints.lse.ac.uk/60512/1/EU%20Kids%20onlinie%20III%20.pdf

Digital resilience

With a mismatch of knowledge, fears and expectations between parents and their
children, and with technology developing at such a tremendous pace, children
must be equipped from an early age to engage safely and resiliently with the
internet.

Parents’ concerns do not always match those of their children, with risks and
opportunities viewed very differently. While adults have a tendency to talk about
‘risks’ as if they come from strangers and far away, children see risks - of bullying
and violent or sexual content for example - arising in their everyday chat with
people from school and therefore find these much harder to negotiate.! This
relationship also changes with age, with younger children viewing parental
intervention as positive whereas older children are more ambivalent, inclined to
regard parents (or other adults) as invading their privacy:?

Parents tell us that they are not confident about how to prepare children for life
online. In a survey conducted for the Children’s Commissioner by Mumshnet, 73%
of parents were concerned about their children accessing inappropriate material
online, 49% were worried about their child oversharing personal information, 61%
feared that social media was an overwhelming distraction from other activities
and 54% were afraid of unwanted contact by strangers with their children3 This
mirrors other findings#

Children themselves say they do not always trust teachers to understand online
safety®; while Ofsted has found staff training to be inconsistent, even when it was
thought to be adequate by head teachers or governors®

The current computing curriculum sets out in detail the technical skills and some
of the legal knowledge a child should have at different ages. The Children’s
Commissioner however believes this is too narrow, and often too late; your data
protection rights, for instance, are not taught until GCSE level, and GCSE
Computing is not compulsory. Although the curriculum that younger children do
study includes elements of coding, algorithms and processes, and lessons from a

TEU Kids Online (2014) accessed via
http://eprints.Ise.ac.uk/60512/1/EU%20Kids%200nlinie%201119620.pdf (Dec 2016). Page 20

2 |bid. Page 22
3 Please see the appendix for a more detailed analysis of this survey

“The LSE's EU Kids Online (2012) study found that viewing inappropriate content and unwanted
online contact were two of parents’ top concerns about the internet. Similarly, Ofcom’s latest research
shows that concern has risen by nearly 10% to 45% of parents of 12-15 year olds who are now
concerned about how much time their child spends online. Ofcom (2016), Children and parents:
media use and attitudes report, Ofcom, London. Page 150, Figure 101

5 Ofsted (2015), Child Internet Safety summit: Accessed via
http://Mmww.slideshare.net/Ofstednews/childinternetsafetysummitonlinesafetyinspection (Dec 2016)

¢ lbid. Slide 12
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young age around online safety, it does not teach the ‘social elements of life
online. This includes how to critique content, for example, how to assess
representations of body image and how other people portray their lives online,
how to spot fake news, or how to disengage and control one’s internet use.

At a time when nearly half of 11-to-16 year olds say it is easier to be themselves on
the internet than with people face-to-facel, it is particularly important that we
equip them with the full range of skills needed to navigate this social space.

We therefore believe that a broader digital citizenship programme should be
obligatory in every school, led as far as possible not by teachers but by older
children. Research has shown that children are keen to discuss their online
experiences, and what they can learn from them, but that they prefer to talk about
them with peers?

Digital citizenship from age 4-14, with a voluntary extension for older children who
want to become digital leaders or champions, would show the way to get the best
out of the internet. This would include what it means to be a responsible citizen
online; how to protect your rights online and how to respect others’ rights; how to
disengage as well as engage with the digital world - ultimately, nothing less than
how to make the online world a force for good and one which empowers and
inspires children, rather than entrapping them.

With one study showing that almost a third of 15 year olds admit to having sent a
naked photo of themselves at least once?® and over a third of 12-15s having seen
hateful content directed at a particular group of people in the last year?, this is not
hyperbole: we must equip today's children with a better ability to negotiate online
society. The number of children counselled by Childline about online bullying has
doubled over the last 5 years®

There are a number of digital citizenship curricula available already or under
development. They are creative, fun, stimulating and adaptable - everything we
would want the internet itself to be®

Courses like this with clear stages for each age group, would not lead to a GCSE or
a formal qualification but to ‘digital citizen’, ‘digital leader and ‘digital champion’

TEU Kids Online (2014) accessed via
http://eprints.Ise.ac.uk/60512/1/EU%20Kids%200nlinie%201119620.pdf (Dec 2016). Page 31

2EU Kids Online (2014) accessed via
http://eprints.Ise.ac.uk/60512/1/EU%20Kids%200nlinie%201119620.pdf (Dec 2016). Page 22

3 Ditch the Label (2014), The Wireless Report, London, Page 22

4 Ofcom (2016), Children and parents: media use and attitudes report, Ofcom, London. Pages 116-117,
Figure 69

5SNSPCC (Nov 2016) ‘88% rise in Childline counselling sessions about cyberbullying’, accessed via
https://www.nspcc.org.uk/fighting-for-childhood/news-opinion/88-rise-childline-counselling-sessions-

cyberbullying/ (Dec 2016)

6 See for instance Childnet’s Digital Leaders programme: http:./Mmww.childnet.com/new-for-
schools/childnet-digital-leaders-programme/ (Accessed Dec 2016)
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credentials; teenagers leading younger children in creative engagement and
appropriate behaviour, rights and responsibilities online.

Such a programme might be built around the 5Rights initiative led by Baroness
Beeban Kidron:

The Right to Remove: To be able to curate your online presence through being
able to easily remove what you yourself have put up.

The Right to Know: To know who has access to your data, why and for what
purposes.

The Right to Safety and Support: To know where to turn for support when
something online is distressing.

The Right to Informed and Conscious Use: To know that the internet is ‘sticky’ and
that you have the power to switch off.

The Right to Digital Literacy: To understand the purposes of the technology that
you are using and to have the critical understanding and the skills to be a digital
creator?
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