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Qui suis-je ??

2019... Analyste en sécurité opérationnelle (compagnie secteur assurances et services financiers)
2016... Chargée de cours au Cegep Garneau au Programme AEC en Cyberenquéte

2015 a 2019 Conseillere en sécurité de l'information a I'Université Laval

2010 a 2014 Analyste en sécurité chez LGS inc.

Diplémes :

Science (BACC par cumule : certificat en informatique appliquée (UQAC), certificat en
cyberenquéte & certificat en cybersécurité des réseaux informatiques (Polytechnique)

Science politique (BACC) de TUQAC
Formations :
Linux, OSINT, Investigation (forensics), etc.
Certifications :
EC-Council (CEH, CHFI)
Conférenciere :
Enquétes informatiques :
HackerSpace (2015 maintenant QuebecSec)
Hackfest (conférences 2015-2016 et journée de formation 2017)

Cyber-attaques : §§§ ISACA
ISACA (2018), SeqCure (2019) Section de Québec
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Préambule

L'année 2020 n'aura pas eté comme les autres...on va s'en
souvenir longtemps! Pas parce gu'il y eu des tonnes de virus...
mais a cause d'un virus humain devastateur. Mais celui-ci n'a
pas, par contre, infecté nos postes/serveurs informatiques
comme |'ont fait encore cette année les rancongiciels! Ces
menaces perpetuelles, ainsi que la compromission
d'identifiants, la menace interne et la toute nouvelle donne
cette année, le télétravail, ont eté les menaces de 2020.

Que nous reserve 20217

Des virus? Humains ou informatiques? 3ISACA
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Menaces 2020

Les pronostiques du début 2020 étaient quoi ?
- Les outils de piratage de type “Intelligence Artificielle”;
- Une crise dans les “cyber talents” (manque de formation);

- La fraude, I'hnamegonnage, les maliciels, les DoS, les mauvaises
configurations dans le Cloud, les vulnérabilitées dans les images
Dockers;

- Les “Shadow IT”;

- Les attaques sur les plate-formes infonuagiques;
- Les rancongiciels;

- Etc...

https:/builtin.com/cybersecurity/cybersecurity-trends 839 ISACA.

Section de Québec

Webcast : 2020 Cyberthreats Landscape Proofpoint 28 janvier 2020 I
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Menaces 2020

Au % de 2020, les menaces auront été celles-ci :

1.1- Prolifération des attaques avec la thématique de la pandémie, du
virus covid-19...

Webcast de Tenable le 27 mars 2020:
40% d’augmentation des cyber-attagues (hameconnage...)

https://us-cert.cisa.gov/ncas/alerts/aa20-099a

QOC
https://unit42.paloaltonetworks.com/how-cybercriminals-prey-on-the-covid-19-pandemic/ 839 ISACA.

Section de Québec

Webcast : Understanding and address the cybersecurity impacts of COVID-19 Tenable 27 mars 2020 -




https://www.darkowl.com/blog-content/coronavirus-on-the-darknet

$1,000.00

| was infected with Coronavirus
COVID-1911!

COVID-19 Everything you need to know

« John DeFranco <
To: =

JD

How to Protect your friends from nCov 2019 FAQ
There are more than 75,000 infected COVID-19 cases all around the world!
COVID-19-FAQ - uploaded with iCloud Drive.

| | Regards,
John DeFranco

https://www.forbes.com/sites/thomasbrewster/2020/03/12/coronavirus-scam-
alert-watch-out-for-these-risky-covid-19-websites-and-emails/#

Coronavirus —
COVID-19

Product

categories

Advertising

& OTeeTHIE | %% QTEeTHTL BCeM |v | - Mepecnats | BoNbl
1T CDCANFO <cdchan-00426@kcdc-gov.org4Ty

i 2019-nCoV: Coronavirus outbreak in your city (Emergency)

04.02.2020, 2

Distributed via the CDC Health Alert Network
| February 4, 2020
| CDCHAN-00426

| Dear SIS

https://insideepic comﬁ)osts/%o pany-news/be-careful-of-covid-19-phishing-emails/

| The Centers for Disease Control and Prevention (CDC) continues to closely

| monitor an outbreak of a 2019 novel corenavirus (2019-nCoV) in Wuhan City,
| Hubei Province, China that began in December 2019. CDC has established an
| Incident Management System to coordinate a domestic and international

| public health response.

Updated list of new cases around your city are available at (
| https:fffvww.cdc.govioronavirus/2019-nCoV/newcases-cities.html )

You are immediately advised to go through the cases above to avoid potential
| hazards.

| Sincerely,

| CDC-INFO National Contact Center

| National Center for Health Marketing

| Division of eHealth Marketing

| Centers for Disease control and Prevention
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' Fake Online Coronavirus Map Delivers Well-known Malware _:"‘h '
Health Sector Cybersecurity Coordination Center (HC3) ; C
HC3@HHS.GOV
i Date: March 10, 2020 Wil
P e, ™% — =

£2¢ ISACA.

Section de Québec

https://it.borown.edu/alerts/read/malicious-website-disquised-covid-19-live-map .
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Impacts ?

Hameconnage (courriel avec fichier infecté et/ou lien vers un site web

infecte)
Risques ?

e $% chiffrement de données
* vol d’informations sensibles
e etc.
3¢ ISACA.

ection de Québec

;_—




—

Menaces 2020

1.2- Un nombre élevé de noms de domaine ont été achete par les
fraudeurs pour perpétrer ces attaques.

° i in v = ? by Jonathan Greig.in Security &

on May 4, 2020, 12:00 PM PST
More than 86,600 new domains related to the pandemic are considered
"risky" or "malicious," according to a new report.

&3¢ ISACA.

Section de Québec

https://www.techrepublic.com/article/nearly-2000-malicious-covid-19-themed-domains-created-every-day/




Date, Query, Match Men aces 2020

2020-03-09, covid, *.cdccocovidl9.com

2020-03-09, covid, *.cookingincovidtimes.com
2020-03-09, covid, *.corona-covidli.de

2020-03-09, covid, *.coronavirus-covid-l9-dashboard.online
2020-03-09, covid, *.coronavirugcovidlipreparedneas.com
2020=03=-089, covid, *.covid-l9-wuhan.com

2020=-03=-09, covid, *.covid=-189clinica.com

2020-03-0%9, covid, *.covid-l1%diagnostics.com
20280-03-09, covid, *.covid-15help.info

2020-03-08, covid, *.covid-19labs.com

2020-03-0%8, covid, *.covid-139labtest.co.uk

2020-03-08, covid, *.covid-1%93elftestkit.com
2020-03-09, covid, *.covid-15%uk.com

20200305, covid, *.covid-eov-io.com “RisklQ is making matches against ‘covid’,
P20 0505 covid, * oiseo 1a e 'coronav', 'vaccine', 'pandemic’, and 'virus'
S030-03 08 Lovig! 4 CoveTiTREschuEde from its Newly Observed Host (NOH) feed
S030-03.08" iyl available to the public. No reputation filters
2030-03-08 conid! o covin ihar or enrichment have been done on the
F030-03-05! ooy +eoigoomEl results. This data is delivered "AS-IS".”
2020-03-08, covid, *.covidie-nack. vech

2020-05-00) covid, weovidlsar 80% hebergés chez Amazon (AWS)
202005-09, covia, *.eovidisieree.crg 15% héberges chez Google cloud
20200509, cavia, *.eovidioepelicasion.con 5% hebergés sur Azure

2020-03-08, covid,
2020-03-08, covid,
2020-03-02, covid,
2020-03-08, meovid,
2020-03-08, covid,

covidlfcr.com
covidl8crowd. com
.covidlidelivery.com
Lcovidlddiagnoatics. com

Loovidladrone. com oNC

* F o o #F F & F F o ¥ F F & F ¥ ¥ F F o F K O O ¥ ¥ F & Ok Ok F F F F F O A+ F O O F

2020-03-09, covid, *.covidl9dronedelivery.com a2 ISACA.
£020-03-09, covid, *.covidl9economics.com . . . . Section de Québec
2020-03-09, covid, *.covid13finance.com https://covid-public-domains.s3-us-west-1.amazonaws.com/list.txt




Interlude : ISACA ©

Sondage au sujet de la covid-19 par ISACA

%€ ISACA.

Information Security and Privacy
in the Times of COVID-19

#7192

say threat actors will say rapid shift to work say threat actors will
increase cyberattacks from home increased take advantage of the
on individuals risk of data privacy pandemic to disrupt

and protection issues organizations

ONLY 51% ARE HIGHLY CONFIDENT in their
security team’s ability to detect and respond to
these cyberthreats during the pandemic.

SOURCE: ISACASs COVID-19 Study, April 2020, www.isaca.org/covid19study

&3¢ ISACA.

Section de Québec

https://www.isaca.org/go/covid19-study
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2- Un nombre eleveé d’exploitation de vulnéerabilites des applications de
vidéo-conférence (Zoom, MS Teams, etc.).

Pourquoi ???7?

Nous sommes des millions a travailler de
chez-soi en télétravail!

“It’s important to appear professional,
even when working fom home.”

&3¢ ISACA.

Section de Québec

. https://www.cartoonstock.com/directory/t/teleworking.asp _
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rch CVE List Data Feads Request CVE IDs Update a CVE Entry

TOTAL CVE Entries: 142417

Search Results

|There are 60 CVE entries that match your search.

MName
CVE-2020-9767

CVE-2020-6110

CVE-2020-6105

CVE-2020-11

CVE-2020-11876

CVE-2020-1
CVE-2020-1147

CVE-2020-11463

CVE-2020-11443

CVE-2015-18822

CVE-2015-18223

CVE-2015-16273

CVE-2019-13

CVE-2015-13450

Description
A wulnerability related to Dynamic-link Library (B#8220;DLLE#8221;) loading in the Zoom Sharing Service would allow an attacker who had local access to a machine on which the service was running with elevated
privileges to elevate their system privileges as well through use of 2 malicious DLL. Zoom addressed this issue, which only applies to Windows users, in the 5.0.4 client release.

An exploitable partial path traversal vulnerability exists in the way Zoom Client version 4.6.10 processes messages including shared code snippets. A specially crafted chat message can cause an arbitrary binary
planting which could be abused to achieve arbitrary code execution. An attacker needs to send a specially crafted message to a target user or a group to trigger this vulnerability. For the most severe effect, target
user interaction is required.

An exploitable path traversal vulnerability exists in the Zoom client, version 4.6.10 processes messages including animated GIFs. & specially crafted chat message can cause an arbitrary file write, which could
potentially be abused to achieve arbitrary code execution. An attacker needs to send a specially crafted message to a target user or a group to exploit this vulnerability.

*#* DISPUTED ** airhost.exe in Zoom Client for Meetings 4.6.11 uses 3423423432323249 as the Initialization Vector (IV) for AES-256 CBC encryption. NOTE: the vendor states that this IV is used only within
unreachable code.

*#* DISPUTED ** airhost.exe in Zoom Client for Meetings 4.6.11 uses the SHA-256 hash of 0123425234234fsdfsdr3242 for initialization of an Open35L EVP AES-256 CBC context. NOTE: the vendor states that this
initialization only occurs within unreachable code.

Zoom Client for Meetings through 4.6.9 uses the ECE mode of AES for video and audio encryption. Within 2 mesating, all participants use = single 128-bit kay.

Zoom Client for Meetings through 4.6.8 on macOS has the disable-library-validation entitlement, which allows a local process (with the user's privileges) to obtain unprompted microphone and camera access by
loading a crafted library and thereby inheriting Zoom Client's microphone and camera access.

Zoom Client for Meetings through 4.8.8 on macOS copies runwithroot to a user-writable temporary directory during installation, which allows a local process (with the user's privileges) to obtain root access by
replacing runwithroot.

The Zoom IT installer for Windows (ZoomInstallerFull.msi) prior to version 4.6.10 deletes files located in 95APPDATAY:\Zoom before installing an updated version of the client. Standard users are able to write to
this directory, and can write links to other directories on the machine. As the installer runs with SYSTEM privileges and follows these links, a user can cause the installer to delete files that otherwise cannot be
deleted by the user.

A privilege escalation vulnerability in Z00M Call Recording 8.2.1 allows its user account (i.e., the account under which the program runs - by default, the callrec account]) to elevate privileges to root by abusing the
callrec-rs@.service. The callrec-rs@.service starts the Jopt/callrec/bin/rs binary with root privileges, and this binary is owned by callrec. It can be replaced by a Trojan horse.

ZOOM International Call Recording 6.3.1 suffers from multiple authenticated stored XSS vulnerabilities via the phoneNumber fisld in the (1) User Edit or (2) User Add form, (3) name field in the Role Add form,
(4) name or number field in the Edit Group form, (5) tagkey or tagValue field in the Recording Rules Configuration, or (8] txt_&65735:/VemailAddress/value or txt_73767:/VemailFrom/value field in callrec/config.

DTEN D5 and D7 before 1.2.4 devices allow unauthenticated root shell access through Andreid Debug Bridge (adb). leading to arbitrary code execution and system administration. Also, this provides a covert ability
to capture screen data froem the Zoom Client on Windows by executing commands on the Android OS.

The Zoom Client before 4.4.53332.0709% on macO5 allows remote code execution, a different vulnerability than CVE-2015-13430. If the ZoomOpener daemon (zka the hidden web server) is running, but the
Zoom Client is not installed or can't be opened, an attacker can remotely execute code with a maliciously crafted launch URL. NOTE: ZoomOpener is removed by the Apple Malware Removal Tool (MRT) if this tool
iz enabled and has the 2019-07-10 MRTConfigData.

In the Zoom Client through 4.4.4 and RingCentral 7.0.136380.0212 on macS5, remote attackers can force a user to join a video call with the video camera active. This occurs because any web site can interact

£2¢ ISACA.
https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=zoom S
Démo : https://www.youtube.com/watch?v=sEatCUbL_U4
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NIST

Information Technology Laboratory

NATIONAL VULNERABILITY DATABASE

VULMERABILITIES

AXCVE-2019-5922 Detail

Current Description

Untrusted search path vulnerability in The installer of Microsoft Teams allows an attacker to gain privileges via a Trojan horse DLL in an
unspecified directory.

+view Analysis Description

CV55 Version 3.x

Severity CVSS Version 2.0 ‘

CVSS 3.x Severity and Metrics:

N NIST: NVD

Base Score: -

Vector: CV55:3.0/AV:L/ACL/PR-N/UI:R/5:U/C:H/I:H/AH

https://nvd.nist.gov/vuln/detail/ CVE-2019-5922
Démo : https://www.cbronline.com/news/microsoft-teams-vulnerability

QUICKINFO

CVE Dictionary Entry:
CVE-2019-5922

NVD Published Date:
03/12/2019

NVD Last Modified:
03/13/2019

Source:

MITRE

ISACA.
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3- Un grand nombre des vulnérabilités exploitées en 2020 datent de
plusieurs années! Les quatre plus exploitees sont :

« CVE-2019-19781
« CVE-2019-11510
« CVE-2012-0158
« CVE-2018-8453

&3¢ ISACA.

Section de Québec

https://blog.sensecy.com/2020/08/20/global-ransomware-attacks-in-2020-the-top-4-vulnerabilities/
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CVE-2019-19781

CVSS : 9.8 CVSS - Critique

Produits : Citrix App Delivery Controller, Citrix Gateway, Citrix SD-WAN
WANOP

Acteurs : Etats commanditaires / groupes cybercriminels

Détection de rancongiciels : Sodinokibi/Revil, Ragnarok, DopplePaymer,
Maze, CLOP, Nephilim...

&3¢ ISACA.

Section de Québec

https://www.secureworks.com/research/revil-sodinokibi-ransomware -
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CVE-2019-11510

CVSS : 10 CVSS - Critique

Produits : Pulse Connect Secure

Acteurs : Etats commanditaires / groupes cybercriminels
Détection de rancongiciels : Sodinokibi/Revil, Black Kingdom...

&3¢ ISACA.

ection de Québec

https://www.bleepingcomputer.com/news/security/black-kingdom-ransomware-hacks-networks-with-pulse-vpn-flaws/
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CVE-2012-0158

CVSS : 9.3 - Haute

Produits : Microsoft Office, SQL Server, BizTalk...
Acteurs : Etats commanditaires / groupes cybercriminels
Détection de rancongiciels : EDA2, Rasom...

&3¢ ISACA.

Section de Québec

https://www.2-spyware.com/remove-eda2-ransomware-virus.html -
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CVE-2018-8453

CVSS : 7.8 — Haute

Produits : Microsoft Windows Win32k

Acteurs : Etats commanditaires / groupes cybercriminels
Détection de rancongiciels : Sodinokibi/Reuvil...

0C

25 ISACA.

Section de Québec




Menaces 2020

Pour en savoir plus sur les TTP (Tactiques, Techniques, Procédures) des

groupes de cybercriminels :

MITRE | ATT&CK'

Matrices

Tactics ~

Contribute | Search Q

ATT&CK Matrix for Enterprise

Techniques ~

Mitigations ~

Groups

Software

Resources ~

Blog &

layouts = show sub-techniques  hide sub-techniques
Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Collection Com
Escalation Access Movement C
9 techniques 10 technigues 18 technigues 12 techniques 34 technigues 14 techniques 24 technigues 9 technigues 16 techniques 16 te
Drive-by Command and Account Abuse Abuse Elevation Brute Force (4 Account Discovery (4 n Exploitation of  |Archive Applic
Compromise Scripting Manipulation (4 | | Elevation Control Mechanism ¢4 — Remote Collected Layer
Interpreter () Control — Credentials Application Window Services Data (3) Proto
Exploit Public- - BITS Jobs Mechanism (g Access Token from Discovery -
Facing Exploitation for - Manipulation (5 Password Internal Audio Capture Comn
Application Client Execution Boot or Logon Access Token - Stores (3) Browser Bookmark Spearphishing Throu
Autostart Manipulation (sl BITS Jobs Discovery Automated Remo
External Inter-Process Execution (1q) Exploitation Lateral Tool Collection Media
Remote Communication (3 Boot or Logon Deobfuscate/Decode for Credential Cloud Service Transfer
Services — | Boot or Lagon Autostart Files or Information Access Dashboard Clipboard Data Data
Native API Initialization Execution (11 Remote Encocd
Hardware Scripts (5 Direct Volume Access Forced Cloud Service Service Data from
Additions Scheduled - Boot or Logon Authentication| Discovery Session Cloud Storage Data
Task/Job (5) Browser Initialization Execution Hijacking (2) Object Obfus
n Extensions Scripts (5) Guardrails ) Input Domain Trust
— Shared Modules — - Capture (g Discovery Remote Data from Dynan
Replication Compromise Create or Exploitation for Services (g) Information Resol
Through Software Client Software Modify System Defense Evasion Man-in-the- File and Directory - Repositories ()
Deplovment Tools Binary Process i e | Middle 11 i y Replication W |Frcry

Remavable

https://attack.mitre.org/




Menace 2020 mais aussi une Récurrence 2020

4- Rancgongiciels :

Est-ce populaire encore ???

Over 41 percent of cyber insurance claims in 2020 came
from ransomware attacks

Ain't no rest for the wicked, $2,000,000 don't grow on trees

By Adrian Potoroaca on September 12, 2020, 8:29 AM

QOC
a2 ISACA.
Section de Québec

https://www.techspot.com/news/86714-over-41-percent-cyber-insurance-claims-2020-came.html




Menace 2020 mais aussi une Récurrence 2020

Peu importe la cible...tous sont frappés par les rangongiciels :

Percentage of organizations hit by ransomware in the last year
Media, leisure, '
entertainment MMM "
i
telecoms i
]
Energy, oll/gas, .
wtiitiee<
Othver | "

Business and

]
professional |

Retail, -
distribution and | EEEEEG—_—_—_—_—

transport X
N ™
services !
Marwfacturing
and production
Public sector [
Glols Averaga

0% 20% 0% o 8 E0% 80% 100%

Section de Quéebec

https://www.sophos.com/en-us/medialibrary/Gated-Assets/white-papers/sophos-the-state-of-ransomware-2020-wp.pdf




Menace 2020 mais aussi une Récurrence 2020

Impacts ?

¥, du temps les données sont chiffrées!

73% 24% 3%

Cybercriminals Attacks stopped Data not encrypted
succeeded in before the data could but victim still held
encrypting data be encrypted to ransom

QOC
a2 ISACA.
Section de Québec

https://www.sophos.com/en-us/medialibrary/Gated-Assets/white-papers/sophos-the-state-of-ransomware-2020-wp.pdf
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Les données ciblées ?

99%

Le 2/3 sont des données publiques e o

* == mm s omm oms omm Em o Em Em Em mm oEs Em Em Em o Em oEm o Em Em omm oms S Em S Em R ER Em Em Es BN Em Em Em Em oEm Em Em Em Em Em owm Em oEm

/35 %
premises/private

'l\ \ Data in the
.. cloud data

public cloud Y /
'1-_‘\ ".\ //.-

247

Data in the public
cloud and on

41%

On premises/
private cloud
data

/

_______________________________________________

&3¢ ISACA.

Section de Québec

https://www.sophos.com/en-us/medialibrary/Gated-Assets/white-papers/sophos-the-state-of-ransomware-2020-wp.pdf
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Les colts de la remédiation ?

$$

USS761,106 USS505,827 USS981,140
Global average 100-1,000 1,000-5,000
employees employees

QOC
a2 ISACA.
Section de Québec

https://www.sophos.com/en-us/medialibrary/Gated-Assets/white-papers/sophos-the-state-of-ransomware-2020-wp.pdf
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Les données retrouvées ?

oul

94% 96%

Of victims get Used backups
their data back to get the data
back

QOC
a2 ISACA.
Section de Québec

https://www.sophos.com/en-us/medialibrary/Gated-Assets/white-papers/sophos-the-state-of-ransomware-2020-wp.pdf
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Les campagnes les plus payantes ?

10. How much money have recent cyber attacks raised?

Name of ransomware Period Profit evaluation
1 CryptoLocker 2013 ~$3 million
2 Cryptowall 2014-16 ~%$18-320 million
3 Locky $7.8-150 million
4 Cerber $6.9 million
3] WannaCry 2016 $55,000-$140,000
6 Petya/NotPetya $10,000

&3¢ ISACA.

Section de Québec

https://dataprot.net/statistics/ransomware-statistics/
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5.1- Infonuagique

Azure/AWS : compromission de comptes via des attaques
d’hameconnage — lien vers une page clonée d’authentification
Azure/AWS

Défense ? MFA / 2FA

https://www.microsoft.com/security/blog/2019/08/20/one-simple-action-you-can-take-to-prevent-99-9-percent-of-account-attacks/

Recommandations : CIS Benchmark (Azure & Office 365)

https://learn.cisecurity.org/benchmarks

&3¢ ISACA.

Webcast : Legacy Authentication and Password Spray, Understanding and Stopping Attackers Favorite S

. TTPs in Azure AD SANS 19 ao(t 2019 —
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OFFICE <netstorage2400@comcast.net>

Your inbox is running out of space
To Aidan Finn

6 If there are problems with how this message is displayed, click here to view it in a web browser.

OFFICE SUPPORT

Hi aidan@aidanfinn.com,

Your mail box is almost full, this can keep incoming emails from arriving.

Use the link below to get more free space

Regards,
Office Team
QOC
. , Q00 i
Un exemple de courriel d’hamegonnage oo ISAEA

—
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o8 Microsoft

Enter password

LY Moot Cerms of use Prreacy B Cooioes

Un exemple de fausse page d’authentification Azure 385 'SAEA

—
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Oups!

Interestingly, Coalition found that companies using Microsoft Office 365 were three times more
likely to experience a business email compromise incident than companies using alternatives
such as G Suite or WPS Office.

https://www.techspot.com/news/86714-over-41-percent-cyber-insurance-claims-2020-came.html

&3¢ ISACA.

Section de Québec

;___-—
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5.2- Infonuagique

Azure/AWS : réutilisation du mot de passe / “password spray”

https://doubleoctopus.com/security-wiki/threats-and-tools/password-spraying/

Défense ? MFA / 2FA

Recommandations : CIS Benchmark (Azure & Office 365)
https://learn.cisecurity.org/benchmarks

&3¢ ISACA.

Webcast : Legacy Authentication and Password Spray, Understanding and Stopping Attackers Favorite Section e Québec

TTPs in Azure AD SANS 19 ao(t 2019 -
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Remote Cloud Execution — Critical Vulnerabilities in Azure Cloud

Infrastructure

https://research.checkpoint.com/2020/remote-cloud-execution-critical
vulnerabilities-in-azure-cloud-infrastructure-part-i/

https://research.checkpoint.com/2020/remote-cloud-execution-critical-
vulnerabilities-in-azure-cloud-infrastructure-part-ii/

0C

25 ISACA.

Section de Québec
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chuttttt!!!

https://github.com/Greenwolf/Spray
(Outlook Web Access)

https://github.com/sensepost/ruler
(Outlook Web Access)

Divers “scanners” et “exploits” de Metasploit (owa, exchange, etc.)

&3¢ ISACA.

Section de Québec

—
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Exploits dans Metasploit :

root@kali: ~

Exploit Title Path

Data Expert Ultimate 2.2.16 - Remote Buffer Overflow windows/remote/41545.py
sites CMS - Multiple Vulnerabilities | php/webapps/5702.txt
us HTML WebUI ©.7.6 - Cross-5ite Request Forgery | multiple/webapps/31673.txt

Shellcodes: No Results

~

t Amazon

Exploit Title | Path

53 Uploadify Script - 'Uploadify.php’' Arbitrary File Upload php/webapps/37450. txt
DU Pro 3.8/3.1 - 'catDelete.asp?iCat’ SQL Injection asp/webapps/25863. txt
Pro 3.8/3.1 - 'detail.asp?iSub’' SQL Injection asp/webapps/25865. txt

Pro 3.8/3.1 - 'productDelete.asp?iCat’ SQL Injection php/webapps/25861.txt
Pro 3.8/3.1 - 'productEdit.asp?iCat' SQL Injection php/webapps/25862. txt
Pro 3.8/3.1 - 'review.asp?iPro’ 5QL Injection asp/webapps/25864. txt
Pro 3.8/3.1 - "type.asp?iType’ SQL Injection php/webapps/25860. txt

Clone - 'category_id' sSqQL Injection php/webapps/43035. txt

Clone 1.8 - 5QL Injection php/webapps/43259. txt
GhostScripter Shop 5.8 - 'search.php' SQL Injection php/webapps/26653.txt
Just william's Webstore 'Closeup.php?Image’ Cross-5ite Scripting php/webapps/25560. txt
Just william's Webstore 'CurrentIskxpanded’ Cross-Site Scripting php/webapps/25564. txt
Just William's Webstore 'CurrentNumber® Cross-Site Scripting php/webapps/25566.txt
Just William's Webstore 'searchFor' Cross-Site Scripting php/webapps/25565.txt
Just william's Webstore HTTP Response Splitting php/webapps/25567.txt
Directory 1.8/2.8 - Insecure Cookie Handling php/webapps/8685.txt

ia Mod - 'zufallscodepart.php' Remote File Inclusion php/webapps/2544.pl

tghostscripter Shop - Cross-5ite Scripting / Directory Traversal / Remote File Inclusion php/webapps/8145.txt

Shellcodes: No Results

529 ISACA.

Section de Québec

Searchsploit (Kali Linux)




Interlude : ISACA ©

Publications au sujet de la sécurité / infonuagique par ISACA

QOC

a2 ISACA.
https://www.isaca.org/bookstore/audit-control-and-security-essentials/waaws Section de Qo
https://www.isaca.org/bookstore/audit-control-and-security-essentials/waazu
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o- Télétravall :

Beaucoup d’articles ont été publiés ou de conférences et de formations
présentées depuis mars 2020 concernant le télétravail.

Un nombre élevé d’exploitation de vulnérabilites des applications de
vidéo-conférence (Zoom, MS Teams, etc.).

0C

% ISACA

ection de Québec
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Menaces 2020

Selon Verizon, 30 % des attaques depuis le début de 'année comporte
“un acteur interne” et ces attaques ont couté environ 11 millions $
selon Ponemon.

« Employé malveillant = 14%
« Employé “compromis” = 23%
« Employé négligent = 62%

Le télétravail a créé des conditions parfaites pour devenir LA menace

de 2020 ?
SACA

ection de Québec

https://www.observeit.com/cost-of-insider-threats/ -

QOC
https://www.digitalshadows.com/bIog-and-research/2020-verizon-data—breach-investigations—report-dbir-ciso-vieaag !
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Risques ?

* Vol de temps?

» Vol d’'informations sensibles?

» Utilisation des equipements personnels pour le travail?

» Aucune utilisation de chiffrement (communication, données, etc.)?
* On oublie les mises a jour?

 On oublie que nous travaillons pour notre employeur?!

« On laisse des documents sensibles a la vue des autres...?!

&3¢ ISACA.

Section de Québec

—
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Mesures ?

» Chiffrement des communications (VPN);
» Chiffrement de vos données sensibles;

 Politiqgue de sécurité (utilisation de périphériques USB, acces a
distance, BYOD);

» Surveliller I'utilisation de protocoles et d’applications (a distance).

Vulnérabilités a surveiller reliées au télétravail :

 Pulse Secure, Fortinet, Palo Alto, Citrix, Cisco, MS Exchange,

Remote Desktop, MS Office, outils de vidéo-conférence, etc. ISACA

Section de Québec

—
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Mesures ?

Menaces 2020

TELEWORK SECURITY
OVERVIEW & TIP GUIDE

Million+ % of Americans work of workers want fo
Americans work from home af least work from home at
remolely occasionally least 1 day per week

completelyal home in
perform some work

8 Million people worked | : % of those with an
\ ’ ; advanced degree
2017 \ '
from home

% of workers wani to e

work from home at ;

east 3 dave ves weed in the remole workforce
st O z between 2005 and 2015




Interlude : ISACA ©

Publication au sujet du télétravail par ISACA

Réussir le télétravail pendant (et aprés) la pandémie
de COVID-19

Author: Michel Lambert, CISA, CISM, CGEIT, CRISC, modérateur du forum ‘Information and Cybersecurity’ d'ISACA,
ancien président et conseiller stratégique au conseil d'administration du chapitre de Québec d'ISACA; Jean-Louis

Louiset, CISA, conseiller au conseil d'administration du chapitre de Québec d'ISACA; and Marie-Jeanne Sidibe, ISO
& 9001, conseillére au conseil d'administration du chapitre de Québec d'ISACA
Ve Date Published: 5 May 2020

English

&3¢ ISACA.

https://www.isaca.org/fr-fr/resources/news-and-trends/isaca-now-blog/2020/telework-successfully-during- Section e Québec

and-after-the-covid-19-pandemic -




Selon ISACA QC :

Télétravail avec des ordinateurs personnels
Pour mitiger le risque que I'éguipement personnel des télétravailleurs puisse compromettre les données et les applications de I'entreprise, une condition
préalable est d'entreprendre le télétravail avec une machine propre en utilisant un bon logiciel antivirus. Les télétravailleurs devraient alors:

1. Mettre 3 jour tous leurs logiciels et applications.

2. Activer l'option de chiffrement du disque local.

3. Créer un compte séparé pour le télétravail (pas d'administrateur).

4. Configurer leur Wi-Fi avec un mot de passe fort et le protocole WPAZ, puis chiffrer tout ce qu'ils transmettent & partir d'un Wi-Fi public.
5. Se mettre d'accord avec leur employeur sur l'endroit ol ils doivent placer une copie des donnéges.

6. Si possible, utiliser la boite de courriel (boite mail) de I'organisation

7. Utiliser un outil de gestion des mots de passe.

Télétravail avec des ordinateurs d'entreprise

Fournir aux télétravailleurs les équipements de I'entreprise peut leur permettre d'atteindre tous leurs objectifs et réduire considérablement le risque d'interruption
des activités.

1. Utiliser le VPN pour se connecter aux serveurs de l'entreprise.

2. Adopter une authentification & double facteur.

3. Utiliser uniquemen‘t les app“catiuns installees par |'Entreprise_ httpS//WWWIS&CaOrg/fr-fl’/l’eSOUI’CES/neWS-and-tl’endS/Isaca-nOW-
blog/2020/telework-successfully-during-and-after-the-covid-19-
4. Utiliser les équipements qu'a des fins professionnelles. pandemic

5. Me pas autoriser 'accés 3 d'autres personnes.

6. Utiliser uniguement les solutions fournies par l'entreprise pour collaborer avec les collégues.

7. Utiliser uniguement |a boite de courriel (bofte mail) de l'organisation.
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7- Informations sensibles (codes sources, etc.) sur Github

Une utilisation tres importante de Github pour le dépdét de codes
sources... surveillez-vous vos développeurs? Sécurisation des depots?

Risque : Divulgation d’'informations sensibles...
Outil : https://github.com/michenriksen/gitrob

Défense : Politique de sécurité — Surveillance
3¢ ISACA.

ection de Québec

—
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8- Services web comme Buckets SW3

Informations sensibles dans vos “Buckets” publics ? Un storage public
Infonuagique (Amazon Web Services (AWS) Simple Storage Service).

Risque : Divulgation d’informations sensibles...
Outil : https://buckets.grayhatwarfare.com/

Défense : Politique de sécurité — Surveillance
3¢ ISACA.

Section de Québec

—
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9- Typosquatting/Cybersquatting

Pour le fraudeurs/hameconneur/pirate, c’est la technique utilisée pour
identifier les possibilités d’enregistrer des noms de domaines qui
s’apparentent au nom de domaine de I'entreprtise qu’il veut cibler lors
d'une campagne d’hamegonnage. Les noms de domaine ont

des erreurs de frappes, des remplacements de lettres, divers TLD, etc.

Problemes ? Certains registraires permettent plus de 1000

enregistrements de noms de domaine !
$3¢ ISACA.

ection de Québec
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Risques ?

« Campagne d’hameconnage ciblant votre entreprise ?
« Utilisation de votre image de marque ?

0C

25 ISACA.

Section de Québec
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Mesures ?

Vérifier les noms de domaine qui sont enregistrés et qui
ressemblent a votre nom de domaine : ils sont probablement
enregistres par des fraudeurs!

Enregistrez les noms de domaine avec les divers TLD. EX : vous avez
le .com, pourquoi ne pas acheter aussi le .org, .io, .net, etc.?

Outil : URL Crazy (Kali Linux)
$3¢ ISACA.

Intéressant : https://www.techrepublic.com/article/how-fraudulent-domain-names-are-powering-phishing-attacks/ "«

—
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Ffoptfurlcrazy
Zy bmo.com

Warning. File descripteor limit may be too low. Check with “ulimit

URLCrazy Domain Report
Domain bmo . com
gwerty
2020-89-30 18:43:36 -0400
# Please wait. 1985 hostnames to process

~Z

zsh: suspended ./ /urlcrazy bmo.com -p

foptfurlcrazy
Zy pepsi.com

Warning. File descriptor limit may be too low. Check with "uwlimit

URLCrazy Domain Report
Domain pepsi.com
gwerty
2020-89-30 18:43:41 -0408
# Please wait. 2014 hostnames to process

~Z

zsh: suspended ./urlcrazy pepsi.com -p

fopt/urlcrazy
zy isaca.org

Warning. File descriptor limit may be too low. Check with “ulimit

URLCrazy Domain Report

Domain isaca.org

Keyboard qwerty

At : 28020-89-30 18:43:51 0400

#f Please wait. 2811 hostnames to process

~Z

zsh: suspended ./urlcrazy isaca.org -p

URL Crazy (Kali Linux)

—-a~ and change with “ulimit -n 18888°

—-a~ and change with “ulimit -n 10888°

-a” and change with “ulimit -n 18888°

ACA

Section de Québec




10- Les vulnérabilités Microsoft Windows

Menace 2020 mais aussi une Récurrence 2020

by Morphus Labs N

B8 Microsoft Patch Tuesday by Morphus Labs ~

Exploited

0

# of Vulnerabilities Publicly Disclosed Critical

e 129 0 23

| |
| |
Vulnerabilities x CVSS
1z
10
@
@
@
o 3
&
Severity
)
Elevation of Privilege

Remote Code Exacution

https://patchtuesdaydashboard.com/

(1 = @ Aug 31, 2020 23:00-00 to a few seconds ago =] =

Average CVSS Base Max CVSS Base

6.83 \) ﬁm)

Microsoft ShareP'oint Remote Code Execution Wulnerability
Microsaft Exchange Memory Corruption Vulnerability
Microsoft SharePoint Server Tampering Vulnerability
Active Directory Remote Code Execution Vidlnerability
= Microsoft COM for Windows Remote Code Execution Vulnerability
== Microsoft Windows Codecs Library Remote Code Execution Vulnersbility
= WinlMet APl Elevation of Privilege Vulnerability
= Microsoft SharePoint Server Remote Code Execution Vilnerahility

- == GO+ Remote Code Execution Vulnerability

Impact

\

&3¢ ISACA.

Section de Québec




Menace 2020 mais aussi une Récurrence 2020

Common Vulnerabilitizs snd Exposures

Search CVE List Download CVE Data Feeds Request CVE IDs Update a CVE Entry
TOTAL CVE Entries: 142415

Search Results

|There are 6071 CVE entries that match your search.

Name

CVE-2020-9633

CVE-2020-8611

CVE-2020-8200

CVE-2020-7320

CVE-2020-7299

CVE-2020-7205

CVE-2020-5384

CVE-2020-5374

Description

Adobe Flash Player Desktop Runtime 32.0.0.371 and earlier, Adobe Flash Player for Google Chrome 22.0.0.271 and earlier, and Adobe Flash Player for Microsoft Edge and Internet
Explorer 32.0.0.230 and earlier have an use after free vulnerability. Successful exploitation could lead to arbitrary code execution.

In Progress MOVEit Transfer 2019.1 before 2019.1.4 and 2019.2 before 2019.2.1, multlple SQL Injection vulnerabilities have been found in the REST API that could allow an
authenticated attacker to gain unauthorized access to MOVEIt Transfer's database via the REST APIL. Dependlng on the database engine being used (MySQL, Microsoft SQL Server, or
Azure SQL), an attacker may be able to infer information about the structure and contents of the database in addition to executing SQL statements that alter or destroy database
elements.

Improper authentication in Citrix StoreFront Server < 1912.0.1000 allows an attacker who is authenticated on the same Microsoft Active Directory domain as a Citrix StoreFront server
to read arbitrary files from that server

Protection Mechanism Failure vulnerability in McAfee Endpoint Security (ENS) for Windows prior to 10.7.0 September 2020 Update allows local administrator to temporarily reduce the
detection capability allowing otherwise detected malware to run via stopping certain Microsoft services.

Cleartext Storage of Sensitive Information in Memory vulnerability in Microsoft Windows client in McAfee True Key (TK) prior to 6.2.109.2 allows a local user logged in with administrative
privileges to access to another user&#8217;s passwords on the same machine via triggering a process dump in specific situations.

A potential security vulnerability has been identified in HPE Intelligent Provisioning, Service Pack for ProLiant, and HPE Scripting ToolKit. The vulnerability could be locally exploited to
allow arbitrary code execution during the boot process. **Note:*™ This vulnerability is related to using insmod in GRUBZ in the specific impacted HPE product and HPE is addressing this
issue. HPE has made the following software updates and mitigation information to resolve the vulnerability in Intelligent Provisioning, Service Pack for ProLiant, and HPE Scripting
ToolKit. HPE provided latest Intelligent Provisioning, Service Pack for ProLiant, and HPE Scripting Toolkit which includes the GRUB2 patch to resolve this vulnerability. These new boot
images will update GRUB2 and the Forbidden Signature Database (DBX). After the DEX is updated, users will not be able to boot to the older IP, SPP or Scripting ToolKit with Secure
Boot enabled. HPE have provided a standalone DBX update tool to work with Microsoft Windows, and supported Linux Operating Systems. These tools can be used to update the
Forbidden Signature Database (DBX) from within the 05. **MNote:®* This DBX update mitigates the GRUBZ2 issue with insmod enabled, and the "Boot Hole" issue for HPE signed GRUB2
applications.

Authentication Bypass Vulnerability RSA MFA Agent 2.0 for Microsoft Windows contains an Authentication Bypass vulnerability. A local unauthenticated attacker could potentially exploit
this vulnerability by using an alternate path to bypass authentication in order to gain full access to the system.

Dell EMC OpenManage Integration for Microsoft System Center (OMIMSSC) for SCCM and SCYMM versions prior to 7.2.1 contain a hard-coded cryptographic key vulnerability, A remote

vnauthenticatad attacksar mav avnloit this volnarahility tonsin access to the annliance data for remotely mananed devices

3¢ ISACA.

https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=microsoft PC0 etonde uttec
https://www.beyondtrust.com/resources/whitepapers/microsoft-vulnerability-report




Windows est toujours le SE le plus utilisé!

OS Platform Statistics

2020 Winl10
August 61.0%
July 51.0%
June 61.0%
May 50.1%
April 650.1%
March 60.6%
February 59.1%
January EB.1%

Wind

3.0%

3.0%

3.1%

3.2%

3.2%

3.6%

Win7

6.8%

7.2%

7.2%

7.2%

7.4%

8.5%

9.8%

10.6%

WinXP

0.1%

0.1%

0.1%

0.1%

0.1%

0.2%

Linux

4.9%

5.0%

4.9%

4.9%

4.8%

5.4%

5.9%

6.4%

Mac

10.2%

10.6%

11.3%

11.9%

12.4%

11.1%

9.9%

9. 7%

Chrome 0OS

0.3%

0.3%

0.3%

0.4%

0.4%

0.4%

0.0%

0.4%

Menace 2020 mais aussi une Récurrence 2020

Mobile
13.5%
12.9%
12.1%
12.3%
11.8%
10.8%
11.4%
11.2%

&3¢ ISACA.

Section de Québec

. https://www.w3schools.com/browsers/browsers_os.asp —
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Publié le 29 septembre !

& Microsoft

Microsoft Digital
Defense Report

® |n 20139, we blocked over 13 billion malicious and suspicious mails, out of which more than 1 billion were
URLs set up for the explicit purpose of launching a phishing credential attack.

* Ransomware is the most common reason behind our incident response engagements from October 2019
through July 2020.

# The most common attack techniques used by nation-state actors in the past year are reconnaissance,
credential harvesting, malware and virtual private network (WVPM) exploits,

# [oT threats are constantly expanding and evolving. The first half of 2020 saw an approximate 35% increase in
total attack volume compared to the second half of 2019,

T u Uy

https://blogs.microsoft.com/on-the-issues/2020/09/29/microsoft-digital-defense-report-cyber-threats/ .
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Tendances 2021

Attagues Cloud
Rancongiciel
BYOD
Menace interne
IOT
Manque de “cyber talents”
Données sensibles
Intelligence artificielle
Covid-19

&3¢ ISACA.

Section de Québec

;__—




Autres liens

https://www.helpnetsecurity.com/2019/12/09/compromised-passwords-
microsoft-accounts/

https://adeliarisk.com/secure-cloud-computing-7-ways-id-hack-
aws/#Hack 1 The_ Little Phish_The Password is Catch of the Day

https://www.forbes.com/sites/zakdoffman/2020/03/07/microsoft-confirms-really-
really-high-hacking-threat-for-millions-of-users-heres-what-you-do-
now/#31f0db8f9b66

https://www.crn.com/slide-shows/security/the-11-biggest-ransomware-attacks-
of-2020-so-far-

&3¢ ISACA.

ection de Québec
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Autres liens ISACA

https://www.isaca.org/resources/isaca-journal/issues/2015/volume-2/cloud-
Insecurities

https://www.isaca.org/resources/isaca-journal/issues/2015/volume-3/security-
mysteries-in-the-cloud

https://www.isaca.org/resources/isaca-journal/issues/2015/volume-1/cloud-
computing-are-your-data-secure-in-the-cloud

https://www.isaca.org/bookstore/audit-control-and-security-essentials/waaws

https://www.isaca.org/why-isaca/about-us/newsroom/press-
releases/2020/isacas-new-azure-audit-program-focuses-on-a-leading-
cloud-service-provider

https://www.isaca.org/why-isaca/about-us/newsroom/press-
releases/2018/isaca-issues-new-audit-and-assurance-programs-for-
microsoft-platforms

https://www.isaca.org/bookstore/audit-control-and-security-essentials/waa2e? 'SAEA

—




Merci!

Questions ?

Divers webinaires sur ISACA-Quebec.ca

Et aussi ;

https://www.getcybersafe.qc.ca/fr/mois-de-la-sensibilisation-la-cybersecurite

nadia.vigneault@protonmail.com

S ISACA.

Section de Québec
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