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QU’EST-CE QUE LE CSF DU NIST ?

* Ensemble de lignes directrices destiné a
permettre aux organisations de faire face aux
risques de cybersécurité
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QU’EST-CE QUE COBITo ?

* COBIT est un référentiel pour la
gouvernance et la gestion de I'information
et des technologies de I'entreprise.
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LES 3 COMPOSANTES DU CSF

* Coeur du référentiel

Les résultats souhaités en matiere de cybersécurité sont organisés de
maniere hiérarchique et alignés sur des orientations et des controles plus
détaillés
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FRAMEWORK

PROFILE

* Profils

Alignement des exigences et des objectifs d'une organisation, de son
appétit pour le risque et de ses ressources en utilisant les résultats
souhaités du cadre de base

* Niveaux de mise en ceuvre

Une mesure qualitative des pratiques organisationnelles de gestion des
risques de cybersécurité
(Partiel, informé des risques, répétable, adaptatif)
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RECOVER

Maintain or
restore services
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RESPOND

PROTECT

€ Take action regarding a

Develop and implement
appropriate safeguards to ensure

detected cybersecurity

S incident

delivery of critical services.
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IDENTIFY

Develop an organizational

understanding to manage

cybersecurity risk
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EDMO01—Ensured
Governance
Framework Setting
and Maintenance

AP001—Managed
1&T Management
Framework

AP008—Managed
Relationships

BAIO1—Managed
Programs

BAI08—Managed
Knowledge

DSS01-Managed
Operations

EDMO02—Ensured
Benefits Delivery

AP002—Managed
Strategy

AP009-Managed
Service
Agreements

BAI02—Managed
Requirements
Definition

BAI09—Managed
Assets

DSS02-Managed
Service Requests
and Incidents

AP003—Managed
Enterprise
Architecture

AP010-Managed
Vendors

BAID3—Managed
Solutions
Identification
and Build

BAI10—Managed
Configuration

DSS03—Managed
Problems

EDMO03—Ensured
Risk Optimization

AP0O04—Managed
Innovation

APO11-Managed
Quality

BAl0O4—Managed
Availability
and Capacity

BAIT1-Managed

Projects

DSS04—Managed
Continuity

EDMO04—Ensured
Resource
Optimization

AP005—Managed
Portfolio

AP012-Managed
Risk

BAIO5—Managed
Organizational
Change

DSS05—Managed
Security
Services

AP0O06—Managed
Budget and Costs

AP0O13—Managed
Security

BAIO6—Managed
IT Changes

DSS06—Managed
Business
Process Controls

EDMO05—Ensured
Stakeholder
Engagement

AP007-Managed
Human Resources

AP014—Managed
Data

BAIO7—Managed
IT Change
Acceptance and
Transitioning

MEAO1—Manage
Performance and
Conformance
Monitoring

MEA02—Managed
System of Internal
Control

MEA03-Managed
Compliance With
External
Reguirements

MEA04-Managed
Assurance

COBITzors

Governance
objectives

Management
objectives
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LES COMPOSANTS D’UN SYSTEME DE GOUVERNANCE
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Figure 1.7—COBIT Components of a Governance System
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Behavior

Source: ISACA, COBIT® 2019 Framework: Introduction and Methodology, USA, 2018

-8-



QOC
(oo 7]
2CO

IMPLEMENTING THE NIST CSF TOOLKIT
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Function

Copyright

Current_Target Profile

Category

Asset Management (ID.AM): The data,
personnel, devices, systems, and facilities
that enable the organization to achieve
business purposes are identified and
managed consistent with their relative
importance to organizational objectives
and the organiration’s risk strategy.

>

Sheet1 ®

Subcategory

ID.AM-1: Physical devices and systems
within the organization are inventoried

Relevant COBIT 2019 Practices

COBIT 2019 BAINY.01, BAIOS.02

Implementation Status

Org Practicg

ID.AM-2: Software platforms and
applications within the organization are
inventoried

'COBIT 2019 BAIO.01, BAI0S.02, BAT02.05

ID.AM-3: Organizational communication
and data flows are mapped

'COBIT 2019 APQ14.08, DS803.02

ID.AM-4: External information systems
are catalogued

‘COBIT 2019 APO02.02, APO10.01, APO10.04,
DS501.02




LES FACTEURS DE CONCEPTION DE COBIT

Figure 1.9—COBIT Design Factors

Enterprise Enterprise : | I&T-Related Threat
Strategy Goals Risk Profile

Issues Landscape

. Sourcing IT Technology )
Riomféﬁgﬁfs Role of IT : Model Implementation Adoption Enteypnse
a for IT Methods Strategy Size

Future Factors

Source: ISACA, COBIT® 2019 Framework: Introduction and Methodology, USA, 2018
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RELATIONS ENTRE LA CASCADE D’OBIJECTIFS DE COBIT

ET LE CSF

Figure 3.1—COBIT 2019 Goals Cascade

Stakeholder
Drivers and
Needs

Enterprise
Goals

Alignment
Goals

Governance
and
Management
Objectives

Source: ISACA, COBIT 2019 Framework: Introduction and Methodology, USA, 2018, figure 4.16
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COBIT 2019 IMPLEMENTATION PHASES / CSF 1.1 IMPLEMENTATION STEPS

NIST CSF 1.1 COBIT 2019 COBIT 2019 Design Guide Steps
Implementation Steps Implementation Phases

1. Prioritize and Scope 1. What Are the Understand the Enterprise Context and Strategy

Drivers?

2. Where Are We Now? | Determine the Initial Determine the Initial Resolve Conflicts and
Scope of the Scope of the Conclude the
Governance System Governance System Governance System

2. Orient

3. Create a Current

Profile -

4. Conduct a Risk
Assessment

3. Where Do We Want
to Be?

4. What Needs to Be

Done?

5. How Do We Get

There?

6. Did We Get There?

7. How Do We Keep the

Momentum Going?

-12 -

5. Create a Target
Profile

6. Determine, Analyze,
and Prioritize Gaps

7. Implement Action
Plan

NIST CSF Lifecycle
Action Plan Review

NIST CSF Lifecycle
Management




POUR ALLER PLUS LOIN

Governance at Your
Fingertips

8uild your expertise in the globally accepted framework for
optimizing enterprise IT governance.

Why COBIT Publications Certification and Training

A right-sized governance solution...tailor-fit for your
enterprise.

COBIT® 2019 is the most recent evolution of ISACA's globally
recognized and utilized COBIT framework.

Effective governance over information and technology is critical to business success, and this new release further
cements COBIT’s continuing role as an important driver of innovation and business transformation.

MORE IMPLEMENTATION RESOURCES

In addition to the updated framework, COBIT now offers more implementation resources, practical guidance and

: @ insights, as well as ive training ion is now more flexible, enabling you to

right-size your governance solution using COBIT, and training opportunities will help you to derive maximum ROI
from your solution.

ACCESS THE COBIT TOOLKIT

https://www.isaca.org/resources/cobit
§§§ ISACA.
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COBIT

An ISACA® Framework
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https://engage.isaca.org/
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