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» Depuis 2010: Assure la continuite de vos affaires en
déployant les meilleures strategies de cybersecurite

. Audit & Conformité [ Conseil strateglque /
Architecture de systemes

= Spécialistes en securité du Cloud

= +60 mandats au privé et au public



Introduction
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worto  TOP ten risks in North America

ECONOMIC
FORUM
b SR
1 Cyber-attacks
Regional Risks 2 Data fraud or theft
for Doing Business
2018 3 Extreme weather events

4 Fiscal crises

5 Energy price shock

6 Asset bubble

7 Failure of critical infrastructure
8 Failure of urban planning

9 Terrorist attacks

10 Failure of climate-change adaptation
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= 87 % des entreprises canadiennes
reconnaissent avoir ete victimes d'une
cyberattaque en 2017

— des données sensibles ont eté perdues dans la 50%
des cas.

= 77% des canadiens sont inquiets de se
retrouver victime de vol d'identite.

— 83% des consommateurs évitent une entreprise
ayant subi une fuite de données.

* 90% des canadiens estiment que Ia
cybercriminalite est une menace pour la
securite interieure du pays.




PME
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‘Petites et moyennes
entreprises
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PME ciblees pour servir de tremplin
vers les multinationales

58% des attaques visent les PME

66% des incidents envers les PME
sont relies au Cloud ‘

Dommages moyen: 500 000%
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May 24, 2018

Costly Cloud.Breaches Putting Digital
Transformation Strategies‘at'Risk, Finds
Kaspersky Lab

Latest Kaspersky.Lab study finds data breaches now cost enterprises over
S1.2million

https://www.kaspersky.com/about/press-releases/2018 costly-cloud-breaches



https://www.kaspersky.com/about/press-releases/2018_costly-cloud-breaches

Enterprise

Incidents affecting IT infrastructure
hosted by a third party
Incidents affecting IT infrastructure ' . .
. Incidents involving non-computing,
hosted by a third part Zonnected devices

Physical loss of company owned

devices or media Incidents affecting virtualized

environments

https://wvww.kasperskv.com/about/press-releases/2018 costly-cloud-breaches



https://www.kaspersky.com/about/press-releases/2018_costly-cloud-breaches

Increased complexity of
our IT infrastructure

To improve the level of specialist
security expertise

Top management wants
to improve our defenses

Due to new business activities / expansion

Regulatory / compliance requirements

Hearing about incidents affecting
other organizations

Recent security incidents our
organization has experienced

Increased profits (so more money available)

Demand from our customers

Due to new locations of our business

We were advised to increase
spend by a consultant

Demand from our shareholders and investors




Le Cloud: Oui ou Nouil?
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= 84% des entreprises
estiment que leurs
solutions de securite
actuelles sont
insuffisantes pour gerer la
securite dans le cloud.

» 48% des entreprises ont

connu une attaque dans le

Cloud, celles-ciont
entrainé une perte de
clients dans 44 % des cas
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Les fournlsseurs de_
serv1ces Cloud
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AWS

Azure

Google Cloud

B loud

VMware Cloud on AWS
Oracle Cloud

Alibaba Cloud

Enterprise Public Cloud Adoption

% of Respondents Running Applications

® Bunning apps

® Experimenting

® Plan to use

Source: RightScale 2018 State of the Cloud Report






A l'étape de la prise de
- connaissance e o

Passage vers le Cloud avec
peu d'expertise

.
Gestion du changement mal '
planifiee et penible |
Sécurite est souvent de base
et moins sécuritaire que sur

site




Commission
d'acceés a I'information
du Québec

General Data
Protection Regulation

Canadian mandatory breach
notification starts November 1, no
regulations yet
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1. Voir le Cloud comme un projet technologique
2. Ne pas valider les promesses des vendeurs

3. Croire que le Cloud est securitaire par defaut

.. Approcher la sécurité Cloud comme on premises



" Quelques conseils
pratiques '




= Strateqie
=5

= Expertise (interne, | [Stucture
externe, fournisseurs) Gestion

changgment

= Gestion du changement [n
* Preuve de concept




. Affaires, Légal,'TI, Securite, PO, Gestion changemeht
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Les réseaux, les applications et le stockage
n'est plus ce qu’il etait

SECURITE TRADITIONNELLE SECURITE CLOUD

L'approche d'isolationen  zero Tryst Architecture
3-tiers et la defense en | |

profondeur perd de son
I

L'identité est le nouveau
perimetre de securite



- Considérations de ‘
securite technique
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= Centraliser I'authentification
(synchronisation des comptes et federatlon
d'accés) -

» Definir des regles d'acces et
d'authentification conditionnelles basees sur
e niveau de risque

= Analyser les comportements des utilisateurs

= Detecter et bloquer les anomalies



Oin-premises network

- Gateway submnet Managerment subnet
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Jlumpbox

DML subnet

9&

Active Directory subnet

epnm

: AD D5 AD D5

SEMVEr SEMEr

E Awailability set E

Hub virtual network

Mamagement subnet

E&

Jumpbex

Workload subnet

i wnet peering

Spoke 1 virtual network

Mamagement subnet

E&

Jumpbox

Workload subnet

i wnet peening

i Spoke 2 virtual network

Centraliser les
communications

Un seul point

d’entree et sortie

Internet
Hub-Spoke
NAVZA



Visibility Into Activity
Cloud App Usage Governance

Anomaly and Threat
Detection and Prevention

CENTRIFY'S UNIFIED IDENTITY PLATFORM

3, gl -

Authentication edrirkdk Authorization

Enforcement L
Provisioning

Single Sign-on Enterprise Mobility
Management

— ————— o —

Offrir une visibilite sur tous les
services Cloud consommes par
'organisation -

Centraliser I'authentification
et les acces (fedération des
identites et SSO)

antr_aljser la gestion de la
securité du Cloud

Optimiser la detection
d’indicateurs de :
compromission et de fuite de

14

donnees '



Hybrid Cloud Ingredients
Hybrid Cloud

Traditional Prlvate
NON-VIRTUALIZED gﬁl)’rzmses
Cloud

Non-virtualized Applications Pooled, Virtualized, Scalable, On-
with Traditional Infrastructure Premises and On-Demand

External, Scalable, On-Demand IT
Service

Hybrid Application

Portions of applications and data on-premises and off-premises



Comparison of Cloud Console and Deployment
Security

Console and
Deployment Security

Visibility Tools

Threat Protection

Security Assessment

Cloud Configuration
Assessment

CSP Access
Transparency

Enterprisewide

Policies and Constraints (Service Control Policies)

AWS CloudWatch,
AWS CloudTrail

AWS Guard Duty

AWS Inspector

AWS Trusted Advisor

AWS Organizations

Azure

Azure Monitor, Azure
Operational Insights

Stackdriver Logging

(Cloud Security Command ||

Center in Alpha Stage)

Advanced Threat
Protection

(Cloud Security
Command Center

in Alpha Stage)

Azure Security Center

Azure Advisor

(Access Transparency
in Beta Stage)

Azure Management
Groups




Network Security

VPN Gateway
Dedicated Netwaork
Transit Network

User-Defined Routes
Cloud Security Groups
at Subnet Level

Cloud Security Groups
at VNIC Level

IPv6 Security Groups

Altribute-Based
Cloud Security Groups

Subnet Access Lists

Dedicated DDOS-Free
Connection

DDOS Protection

Traffic Tracking
WAF (OWASP
Top 10 Core)

WAF (Managed
Third-Party Rules)

WAF Palicy Language
(Bespoke Rules)

VPC-to-Site IPSEC

Amazon Virtual Private
Cloud (VPC)

Requires Cisco Cloud
Service Router (CSR)

VVPC Route Tables

AWS Security Groups

AWS Security Groups

Network ACLs

AWS Direct Connect

AWS Shield,
AWS Shield Advanced

Flow Logs
AWS WAF
AWS WAF

AWS WAF




Comparison of Instance Security

Instance Security

Vulnerability

Assessment AWS Inspector Azure Security Center

_ _ Microsoft Antimalware
Endpoint Protection for Azure

AWS Systems Upd{gla:ﬂhﬁwnt

Manager Automation)

Patch Management




Data Protection
FIPS Validated
Key Management

Transparent Data at
Rest Encryption

Transparent Object
Storage Encryption

Generalized Secret
Management

Certificate Management

Bring Your Own Key

Application Endpoint
Encryption SDK

Key Management
Service

Exposure of Intel SGX
or AMD SEV

Client-Managed HSM

Data Discovery

Data Masking

AWS KMS

Server-Side Encryption

Server-Side encryption

AWS Secrets Manager

AWS Certificate
Manager

AWS KMS

Java, .NET,
Python, Ruby

AWS KMS

AWS Cloud HSM

AWS Macie

Azure Key Vault

Azure Storage
Service Encryption

Azure Storage
Service Encryption

Default

Azure Key Vault

Cloud KMS

Azure Key Vault

Google App Engine SSL
Certificate Service

Azure Key Vault

Cloud KMS

Azure Storage Client
Libraries (.NET)

Azure Key Vault

Cloud KMS

(Azure Protected
Computing in Preview)

(In Preview)

(In Preview)

{In Preview for
Azure SQL Service)

DLP API

Azure SQL Dynamic
Data Masking

DLP API




Logging and Alerting

Log Management
and Monitoring

Standardized
Log Formats

Notification Services

Basic Log Analytics

AWS CloudWatch

JSON

AWS Simple Notification
Service (SNS)

AWS CloudWatch, AWS
Cloud Trail, AWS Elastic
Search

Stackdriver Logging

JSON

JSON

Alerts Can
Trigger Actions

Stackdriver
Notifications

Azure Log Analytics




Azure Marketplace — Market Leading Solutions

0s

Security, ldentity
Networking

Data+Analytics

Storage, Backup, DR

DevOps, Management,
Containers
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Conclusion

—_—
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?, 94% des Tl seront dans le Cloud d'ici
2021 et 75 % sous la forme de SaaS

* e budget mondial pour la securite du
Cloud va augmenter de 51% en 2019
- Gartner |

Vous pouvez compter sur les experts de FORTICA pour
vous aider dans la sécurite du Cloud (Office365, Azure,
Amazon, Google, Salesforce, etc)



Merci Beaucoup de votre présence

Contactez-nous pour vous aider dans vos défis Cloud

Samuel Bonneau — CISA CISSP

- sbonneau@fortica.ca

418-564-7143



