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Motivations

Trouver des problématiques le plus rapidement possible !

Tests vs analyse statique

Tests faits par un développeur vs tests faits par un pentesteur
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Objectifs

Tests # Prouver I'absence de problématiques
Tests = Identifier la présence de problematiques

Trouver toutes les problématiques? Non
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Couverture de tests — Quelgues chiffres

705 Common Weakness Enumeration (CWE) (https://cwe.mitre.org/)

100 cas de test de 'TOWASP Testing Guide version 4
(https://lwww.owasp.org/index.php/OWASP Testing Project)

En particulier pour le XSS :
e 142+ variantes d’injection XSS (https://html5sec.org/)

e Et... Encodage, techniques d’évasion, particularités des plateformes de développement,
XSS Auditor, etc.

PR 6 CGI


https://cwe.mitre.org/
https://www.owasp.org/index.php/OWASP_Testing_Project
https://html5sec.org/

Couverture de tests — OWASP Testing Guide Categories

* [nformation gathering

e Configuration and Deployement Management Testing
e |dentity Management Testing

e Authentifcation Testing

e Authorization Testing

e Session Managment Testing

e [nput Validation Testing

e Testing for Error Handling

e Testing for weak Cryptography
e Business Logic Testing

e Client Side Testing

CaGl



Couverture de tests — Une approche

Tester pour trouver les causes courantes de vulnérabilités plutét que les vulnérabilités elles-
mémes.



Exemples de causes — Problématiques d’injection

Cause Couverture des tests

Mangue de validation des donneées Soumettre des données invalides
(type et format)



Exemples de causes — Problématiques d’autorisation

Cause Couverture des tests
Manque de validation des Tenter d’acceder a tout
autorisations

NI " . 10 CaGl



Exemples de causes — Problematiques de logique

Cause Couverture des tests

Suppositions sur le fonctionnement de Utiliser I'application de facon erratique
I'application (n'importe comment)

wh o . 11 CaGl



Couverture de tests — Fuzzing

« Fuzzing is the art of automatic bug finding, and it's role is to find software implementation faults,
and identify them if possible. »

Tiré de l'article OWASP sur le fuzzing (hitps://www.owasp.org/index.php/Fuzzing)

T ._'. A - CaGl
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Prévention des vulnérabilités par le « fuzzing »

«? :'..
p a
® 1@
_ ‘—1 .’. p = o
® ,_‘..J. 1’ .‘ .h_"“‘*
o.. * h ‘
i

CaGli

]
o La force de ’engagement"”



Preparation au fuzzing

1. Sélectionner un outil (Selenium, CasperJS, Burp, OWASP Zap, etc.).

2. Pouvoir surveiller le comportement de I'application (Erreurs, journalisation, procmon, jvm

monitoring, etc.).

3. Sélectionner les tests a effectuer en fonction du contexte.

o . L g _ 14 CGI



Mise en situation

Outil :

Analyse de la reponse HTTP pour :
Mots clés dénotant une erreur (Unexpected, Stacktrace, Error, Exception, etc.)
Réflexion (contenu de la requéte retourné intégralement)
Code de statut « intéressants »
Taille de la réponse

15
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Prevenir les probléematiques d’injection :
Tester le format

. CaGl



Prevenir les problématiques d’injection

* Approche 1 — Dictionnaires de valeurs

. amuntner committed on GitHub Strings which can be accidentally expanded into different strings if ...

[F”E Fuzzers | '] i attack Strings which can be accidentally expanded into different strings if ...
Files: | FindMext || FindPrevious i discovery Update SAP txt
¥ [ ]jbrofuz L i} docs from https://github.com/attackercan/
v [ |Alphabets
[JASCII 85 Alphabet i} regex cross-updating with hitps://github.com/andresriancho/w3af/blob/m
[LJASCII 94 Alphabet i web-backdoors Tiny php remote os commanding backdoor
[ JAsCI 95 Alphabet
Alpha Mumeric i wordlists-misc Innocuous strings which may be blocked by profanity filters (https://.
p
8232235 LJE:hE;t?;d HEX) Alphabet i wordlists-user-passwd Refreshed 3/8/16
[ |Basef4 (URLFile Safe) Alphabet E) README.md Update README.md
[ |Basef4 Alphabet v
E) _copyright.txt Update date to 2017, add addtl license
L
N Source images: OWASP Zap, https://github.com/fuzzdb-project/fuzzdb
.

.."' .' ) o< 17 CGI


https://github.com/fuzzdb-project/fuzzdb
https://github.com/fuzzdb-project/fuzzdb
https://github.com/fuzzdb-project/fuzzdb
https://github.com/fuzzdb-project/fuzzdb

Prevenir les problématiques d’injection

e Approche 2 — Génération d’'un jeu de valeurs personnalisé

Type: [ Regex (*Experimental®)

Regex: | [-]

Max. Payloads: I

[ Generate Preview J l HSave... J

Payloads Preview: ‘f
]
5
i

Source images: OWASP Zap
L]
% A i "
.o ’ ..... Y W, ¥ 3

18

¥ || Scripting
¥ || Scripts
> [N Active Rules
» = Authentication
» & Extender
» 4 Fuzzer HTTP Processor
) Fuzzer WebSocket Processor

» /2 HTTP Sender
» & Passive Rules

E Payload Generator
&) Payload Processor

CaGl



Prevenir les problématiques d’injection

Demo

A 19 cci



Prevenir les problématiques d’'injection — Démo

Recherche de mots clés dans la réponse HTTP :

e ZAP Script - Fuzzer HTTP Processeur

@ Sites | | | Scripts &
=

¥ || Scripting
¥ || Scripts
> [ Active Rules
» 1= Authentication
> & Extender
¥ 4 Fuzzer HTTP Processor
% add_msgs_sites_tree js

W Erroriessage

var keywords = [fUnexpectedsi, fStacktracesi, /Error/fi, FExceptionsi];

Ff Called ofter receiving the fuzzed message from the server
function processResulti{utils, fuzrzResult){
keywords.forEach(function (keyword) {
if (fuzzResult.getHttpMessage().getResponseBody().toString().matchikeyword) !== null)
fuzzResult.addCustomState("Key Custom State", "Message Contains " + keyword + "

i

Sf Returns true to gccept the result, fFalse to discard and not show it
return true;

keyword™)

20
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https://github.com/FrancoisLR/ZAPScripts/blob/master/httpfuzzerprocessor/ErrorMessage.js

e WebGoat SQLI .

Prevenir les problématiqgues d’injection — Demo

Faire une requéte

GET http://localhost: 8888/ WebGoat/attack?Screen=530&menu=1108&station=18185UBMIT=0o! HTTP/1.1

User-Agent: Mozilla/5.8 (Windows NT 18.8; WOWB4; rv:56.8) Gecko/20188181 Firefox/56.8
Accept: ¥/%*

Accept-Language: en-US,en;gq=8.5
Referer: http://localhost:B8888/WebGoat/start.mvc
¥-Requested-With: XMLHttpRequest

R : cal



Prevenir les problématiqgues d’'injection — Démo

e Lancer le « fuzzer »

& HTTP Sessions T =4 ]
_ 6 Spider... =

URL

hitpidetectportal firefox comisuccess b
hitpidetectportal firefox.comisuccess txt
hitp.idetectportal firefox.comisuccess txt
http:fidetectportal firefox. comisuccess bd
hitp.idetectportal firefox.comisuccess txt
hitplocalhost8080MWebGoat/service/lessonmenu.my
hitpilocalhost8080MWebGoat/attack?Screen=5308&me
hitplocalhost8080/MWebGoat/iservicellessoninfo.mve
httplocalhost8080MAWebGoat/service/lessonplan.mvc
hitpilocalhost8080/MWebGoatisenvicel/solution.mve
hitpilocalhost8080MAWebGoat/service/lessonmenu.my
hitp:iflocalhost:8080/AWebGoatiservicelhint. mve
hitpilocalhost8080MWebGoat/iservice/cookie.mve
hitp:ilocalhost8080/AWebGoat/servicel/s ource. nvc

hitp:ilocalhos 0MWebGoatiattac X
hitp:localhost8080MWebGoatiservicellessoninfo.mve

Include in Context

Flag as Context

Run application

Exclude from Context
Resend...

MNew Alert...

Open URL in Browser
Show in Sites Tab
Open URL in Browser
Copy URLs to Clipboard
Exclude from

Manage Tags...

Mote. ..

Delete

Break...

Alers for This Node
Generate Anti-CSRF Test FORM
Invoke with Script...

22

¥y yyry

& Active Scan... |
# ¢ Forced Browse site B
# ° Forced Browse directory B
& Forced Browse directory (and children)
S AJAX Spider... W

200 UK

200 OK

200 0K

200 OK

200 OK

200 OK

200 OK

200 0K

200 OK

200 OK

200 OK
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Prevenir les problématiques d’'injection — Démo

cation you must select it first in the message.

7 - ] - \
Sélectionner I'endroit ou « fuzzer »
|Header: Text |¥| |Body Text v| [ ][] Fuzz Locations: _
GET F L. &|Val. |#of.|#of.. | Add..
http://localhost: 8888,/ WebGoat/attack?Screen=538&menu=1188&station=18 & R
1RSUBMIT=Go! HTTP/1.1 E|TU add alo
User-Agent: Mozillas5.8 (Windows NT 18.8; WOWR4; rv:56.8) Gecko/S
20180181 Firefox/56.8 .
% 1 ] 5
®
.
[ S .9 » b 23
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Prevenir les problématiques d’'injection — Démo

e Sélectionner quoi « fuzzer »

[File Fuzzers | v]
T | FindNext || Find Previous Type: | Regex ("Experimental®) M
¥ [ ]jbrofuz & Regex | [
v [ |Alphabets , -
[ ]AsCI 85 Alphabet Max. Payloads: 1000

[ lAsCl 94 Alphabet . o _
[ JASCII 95 Alphabet [ Generate Preview J [ [ save... J
[ JAlpha Numeric
[ |Base32 (Extended HEX) Alphabet Payloads Preview:
[ |Base32 alphabet

DEaseEd (URLFile Safe) Alphabet

[ |Basef4 Alphabet v

g
g
5
i
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Prevenir les problématiques d’injection

e Sélectionner le bon processeur

; e Add Processor

Type:

! Script:

 Gen|

[ Script

Basefd Decode
Basefd4 Encode
Expand

Javascript Escape
JavaScript Unescape
MD5 Hash

Postfix String

Prefix String

Cirren

T HauwTnards"

THFroressad Fawlnads®

e Add Processor

Type: [ LURL Encode

Character Encoding: [UTF—B

l Generate Preview J

Current Payloads:

Processed Payloads:

R E

+ W et

%21 4
%22
%23

%24
o %25
%26
%27
%28
%29

2B A
PN >

@ Lock Scroll

@fl

25

| Cancel | | Add
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Prevenir les problématiques d’'injection — Démo

e Sélectionner le ou les bons « processors »

[ Fuzz Locations T Options TM&ssag& Processors ]

# 4| Name | Description B Add.
1 Request Content-Length Updater Updates the Content-Length of the request ... E» Modify
2 Payload Reflection Detector Detect payloads reflected in response B
Remaove
a Add Message Processor x Top
Type: lFuzzerH'I‘I’F’ Processor (Script) |'J Up
Script: [Errnrl‘u‘lessage |'] Down
Bottom

L@ | | Cancel | | Add |

Ve . CGl




Prevenir les problématiques d’'injection — Démo

Rouler et analyser le résultat du « fuzzer »
T
| Size Resp. Body Highest Alert State | Payloads
1,392 bytes bo23
1,392 bytes Y24
1,392 bytes %25
1,392 bytes %26
1,443 bytes Message Contains /Unexpected/i keyword b7
1,392 bytes %28
1,392 bytes %29
1,392 bytes *
% L 5
L )
L]
. L] . . » . 27
- ® L J
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Prevenir les problématiques d’injection
Attention

[I-V]['-y] = 49 284 possibilités

' . .. » 28 CGI



Prevenir les problématiques d’injection
Etre plus efficace

* Modifier quelque peu des valeurs valides

Type: l Regex (*Experimental®) | -]

Fegex wvaleurv[-§]lide

Max. Payloads: 1000 =

[ Generate Preview J l HSEWE... J

Source image: OWASP Zap



Prevenir les problématiques d’injection
Etre plus efficace (suite)

e En fonction des validations cété client

<form action="/action_page.php">»

t name="station

Country code: <input type="text" name="country_ code"
pattern="[A-Za-z]{3}" title="Three letter country code">
<input type="submit"»

</form>

function isNumeric( str) {
try {
parseInt( str);
return true;
} eatch(e) |
return false;

}

.-".'. .9 - " : 30
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https://www.w3schools.com/tags/att_input_pattern.asp

Prevenir les problématiques d’autorisation:
Enumération des ressources
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Prevenir les problématiqgues d’autorisation

http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:

32

Enumérer les ressources (statiques et endpoints)

//localhost:
//localhost:
//localhost:
//localhost:
//localhost:
//localhost:
//localhost:
//localhost:
//localhost:
//localhost:
//localhost:
//localhost:
//localhost:
//localhost:
//localhost:
//localhost:
//localhost:
//localhost:
//localhost:
//localhost:
//localhost:
//localhost:
//localhost:
//localhost:

Por -

8080/WebGoat/css
8080/WebGoat/database
8080/WebGoat/fonts
8080/WebGoat/images
8080/WebGoat/index.j=p
8080/WebGoat/]s
8080/WebGoat/lessons
8080/WebGoat/lesson content.jsp
8080/WebGoat/main.jsp
8080/WebGoat/META-INF
8080/WebGoat/mfe_target
8080/WebGoat/plugins
8080/WebGoat/plugin extracted
8080/WebGoat/plugin lessons
8080/WebGoat/reportBug.jsp
8080/WebGoat/sideWindow. Jsp
8080/WebGoat/uploads
8080/WebGoat/users
8080/WebGoat/WEB-INF
§080/WebGoat/webgoat.jsp
8080/WebGoat/webgoat challenge.jsp
8080/WebGoat/css/animate.css
8080/WebGoat/css/font-awesome.min.css
8080/WebGoat/css/img

= T P -
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Prevenir les problématiques d’autorisation
Comparer les sessions — Les codes de statuts

GET
GET
GET
GET
GET
GET
GET
GET
GET

http://localhost: 8060/ WebGoat/css/layers.css
hitp://localhost:8080/WebGoat/css/lesson.css
hitp://localhost: 8080/ WebGoat/css/main.css
http://localhost:8080/WebGoat/css/menu.css
http://localhost:8080/WebGoat/css/webgoat css
http://localhost:8080/WebGoat/database/database prp
http://localhost: 8060/ WebGoat/fonts
http://localhost: 8060/ WebGoat/fonts/FontAwesome off
hitp://localhost: 8080/ WebGoat/fonts/fontawesome-webfont. eot

200
200
200
200
200

200
404
200
200

200
200
200
200
200

200
404
200
200
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Prevenir les problématiques d’autorisation
Comparer les sessions — Les tailles des reponses

Id

27T 14:47:20
27T 14:47:48
27117 14:4812
2717 14:4812
2717 14:4812
27T 14:48112
2717 14:4812

2711117 14:48:42

Req. Timestamp | Method | URL

GET
GET
GET
GET
GET
GET

Source image: OWASP Zap

hitp:iMocalhost 8080/ ebGoat/plugin_|e:
hitp:Mocalhost8080/AWebGoatlogout. mve
hitp:iMocalhost 8080 ebGoatlogout. mvec

| C.. ¥|Reason | RTT | Size Resp. Body | Highest Alert | Mote | Tags

hitp:iMocalhost 8080/ ebGoat/css/imain.css

hitp:iMocalhost8080/\WebGoat/css/animate...
hitp:Mocalhost8080AVebGoat/plugins/boot. .
http:iMocalhost 8080 ebGoat/'cssifont-awe. .

hitp:Mocalhost8080AWebGoat/plugin_less..

34

Ok
Ok
OK
Ok
Ok
Ok
OK

2,000 bytes
2,000 bytes
19,986 bytes
59,837 bytes
89,951 bytes
17,780 bytes
3,150 bytes

784 789 bytes

M ow
U Medium
U Medium
I Low
U Low
U Low
U Low
" Medium

Comment
SetCookie, Co...
Comment
Comment
Comment
Upload, Comm...
Comment
Form, Passwar...

CaGl



Prevenir les probléematiques d’autorisation:
Enumération des identifiants
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Prevenir les problématiques d’autorisation

Wy AUU Fdyiugu

JFuzzLocaﬁmsT Cptions T Message Processors ]

Type: [Regex (*Experimental®)

|Header: Text |¥| |Body Text | [C] ] Regex  [1-9][0-91{0,2}
GET http:f.."lcrcalhu:tst:S:EISEI..".-JEhﬁuatfattack?Screen=1@1829144&rrler1u=- Max Payloads: |
HTTP/1.1 ' '

User-Agent: Mozilla/s5.8 (Windows NT 18.8; WOWB4: rv:56.8) Gecko/ =
Generate Preview

[ [ Save... J

20188181 Firefox/56.8

Accept: text/html, */*; g=8.81

Accept-Language: en-Us,en;q=8.5 Payloads Preview: | 1
Referer: http://localhost: 8888/ WebGoat/start.mvc 10
¥-Reauested-With: ¥MIHttnRenuest aAmn
a
: Source images: OWASP Zap
.. .
L
«® : ° [ -
. .c".-. -9 » T 36
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Prevenir les problématiqgues d’autorisation
Optimiser I'énumération

ldentifiants séquentiels ldentifiants aléatoires
nat,"attacl-:?5::r‘een=|lﬁ?5}'}'3532 HTTP/1.1
. NT 10.8; WinB4; x64; rv:57.8) Gecko/: 29aaab9f-3f27-43aa-9216-94£882ebla’c
Max integer (JAVA & .NET) : 2 147 483 647 GUID : 2*122 bits possibilites !!!!

SELECT 1d FROM USERS

wh o . 37 CaGl



Prevenir les problématiques de logigque

Ajout / retrait de parametres

. Cal



Prevenir les problématiques de logigque

Démo

i - 39 CGI



Prevenir les problématiqgues de logiqgue — Demo

WebGoat Improper Error Handling

e [aire une requéte

GET http://localhost:8@888/ WebGoat/attack?Screen=279&menu=1888&Username=webgoat&Password=sdfsdfewr&SUBMIT=Login
1

User-Agent: Mozilla/s/5.8 (Windows NT 18.8; Winb4; x64; rv:58.8) Gecko/281081081 Firefox/58.8
Accept: #=/%

Accept-Language: en-US,en;q=8.5

Referer: http://localhost:B8888/WebGoat/start.mvc

X-Requested-With: XMLHttpRequest

Cookie: JSESSIONID=DF4E23A4CCOS94FCT7T3ER4AASCSETEAS
Connection: keep-alive

Host: localhost:8888

40



Prevenir les problématiques de logiqgue — Démo

Activer le script testant toutes les possibilités

powersetireqParams).forEachi function (_combination) {
var newMsg = msg.clonedll();
A9 Fuzzer WebiSocket Frocessor urlParamsTreeSet.clear();
v fz"j HTTP Sender formParamsTreeset.clear();

% Alert on HTTP Response Code Errors js print(_combination);

s Alert on Unexpected Content Types.js

_combination.forEachi function (elem) {
% Capture and Replace Anti CSRF Token js switch(elem[8]) {
W ParamPowerSet case "'-'i;": IreeSet . add(elen(1])
- . .. L aramslregset.a elem H
s SpiderLimit break;
e @ Paccive Rulac

case "FORM™:
formParamsTreeSet.add(elem[1]);
break;

s

https://github.com/FrancoisLR/ZAPScripts/blob/master/httpsender/ParamsPowerSet.|s

LA . CGI
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Prevenir les problématiques de logiqgue — Démo

* Lancer la requéte manuellement

| URL

hitp:Mocalhost 30800 ebGoatiservicel/s olution. mvc
http:Mocalhost 30800 ebGoatiservice/cookie. mvc
hitp:iMocalhost 8080 ebGoat/senvice/lessonmenu. |

hitp:fMocalhos

WebGoat/attack?Screen=279&r
hitp:iMocalhost83080/AWebGoat/servicelessonmenu.

.
L ]
‘e
..
™ L ]
* ° * ™
™ \e "
.* .9 - "
.o * g ®
— - il

Aftack

Include in Context
Flag as Context

Run application
Exclude from Context

Mew Alert...

Open URL in Browser
Show in Sites Tab
Open URL in Browser
Copy URLs to Clipboard
Exclude from

Manage Tags...

Mote...

Delete

Break...

Alerts for This Node
Generate Anti-CSRF Test FORM
Invoke with Script...
Addto Zest Script

Rernrd Fect client arrint frnm nnde

erm

¥y¥rv¥yyrwr

vYv
NN

Resend — O *
[\

J[Requestﬂ Response ]

Method  |¥| |Header Text B OO0 e@0O0=232 ¢

v/ |Body: Text

Send
GET

http://localhost: 8888/ WebGoat/attack?5Screen=279&menu=1e@a&lUsername=webgoat&Password=sdfsdfewr&sUBMIT=
Login HTTP/1.1

User-Agent: Mozilla/5.® (Windows NT 18.8; Wing4; x64; rv:58.8) Gecko/28188181 Firefox/58.8

Accept: */%

Accept-Language: en-US,en;q=2.5

Referer: http://localhost:B8@88/WebGoat/start.mvc

K-Requested-With: XMLHttpRequest

Cookie: JSESSIONID=DF4E23A4CCAS94FC773EB4AASCSBTEAS

Connection: keep-alive

Host: localhost:Bese

CaGl




Prevenir les problématiques de logique

POST http://localhost:3888/Webboat/attack?Screen=18757736328&menu=1888 HTTP/1.1

User-fAgent: Mozilla/5.8 (Windows NT 18.8; WOWG4; rv:56.8) Gecko/281881681 Firefox/56.8

Accept: */%

Accept-Language: en-US,en;q=8.5

Referer: http://localhost:5888/WebGoat/start.mvc 2/\X pOSSI bl I Ités
Content-Type: application/x-www-form-urlencoded; charset=UTF-3

X-Requested-With: XMLHttpRequest

Content-Length: 46

Cookie: JSESSIONID=D9473324754ESEF1SAFFCAEFASSACCAR

Connection: keep-alive

ost: localhost:8080 ou x est le nombre de parametres

Username=webgoatiPassword=wwaequwe’5UBMIT=Login

44
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Prevenir les problématigues de logique
Eviter I'explosion combinatoire

e Tester uniguement sur les cas pertinents

td td
td
input name="Password” walue type="PASSWORD

oKV, . . 45

required
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Sécuriser avec de bonnes pratiques de test

* Inscrire les tests en cours de developpement comme une étape
supplémentaire de validation;

e Tester pour trouver les causes courantes de vulnerabilités;
e Tirer profit du fait d’exécuter les tests tot dans le cycle :
e |dentifier et corriger les comportements anormaux;

 Rapidité d’exécution des tests;
e Limiter au maximum les cas de tests en se concentrant sur les cas limites.

wh o . a7 CaGl
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