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The Pharmaceutical supply chain is faced with numerous challenges as it relates to data and data integrity.   
Factor in the vast number of exchange points through the supply change (manufacturers, distributors, re-
packagers, dispensers), coupled with fragmented and frequently incompatible systems, it is easily apparent that 
there are many occurrences where data may be incorrect.  Incorrect data may be a function of manipulation 
(intentional or by human error), loss and subsequent re-creation, corruption, deterioration and theft.  Adding 
more complexity to the equation is counterfeiting, recalls, recall management, rebates and trading between 
pharmaceutical distributors.    
 

In 2013, members of the U.S. drug supply chain requested that Congress create a law that would govern the 
identification, management and traceability of all drug products within the United States.   As a result, in 2013 
The Drug Supply Chain Security Act (DSCSA) was adopted with the aim to facilitate the exchange of information 
(end-to-end traceability) at the individual package level to provide visibility about where a drug has been in the 
supply chain.  This will enable verification of the legitimacy of the drug product identifier down to the package 
level, enhance detection and notification of illegitimate products in the drug supply chain and facilitate more 
efficient recalls of drug products.   
 

Key provisions over the next 10 years are requirements for: 
 

Product identification: requirements for manufacturers and re-packagers to place a unique product identifier 
on certain prescription drug packages.   
 

Product tracing: requirements for manufacturers, wholesaler drug distributors, re-packagers, and many 
dispensers (primarily pharmacies) in the drug supply chain to provide information about a drug and who handled 
it each time it is sold in the U.S. market. 
 

Product verification: requirements for manufacturers, wholesaler drug distributors, re-packagers, and many 
dispensers (primarily pharmacies) to establish systems and processes to verify the product identifier on certain 
prescription drug packages. 
 

Detection and response: requirements for manufacturers, wholesaler drug distributors, re-packagers and many 
dispensers (primarily pharmacies) to quarantine and promptly investigate a drug that has been identified 
as suspect, meaning that it may be counterfeit, unapproved, or potentially dangerous. 
 

Notification: requirements for manufacturers, wholesaler drug distributors, re-packagers, and many dispensers 
(primarily pharmacies) to establish systems and processes to notify FDA and other stakeholders if an illegitimate 
drug is found. 



DSCSA Compliance Timeline 
 

 

 
   Source: Pharmaceutical Commerce 
   
Clearly, the complexity of the systems implementation, subsequent tracking and reporting of a drug through the 
supply chain is a large-scale task, hence the 10-year time frame of compliance.  The mission of The DSCSA is 
to determine the “who, what, when and where” of pharmaceuticals through the supply chain with the ultimate 
goal of protecting public safety.   

 

GS1 & GS1 EPICS 
 

The FDA DSCSA regulation requires that the pharmaceutical industry implement end-to-end traceability by 2023. 
Trading partners in the supply chain have chosen to implement and test GS1 Standards-based solutions in real-
world pilots to meet the deadline for interoperability.  GS1 standards have been in place for over 40 years.  The 
first and most notable application was in the grocery industry and the formation of the Uniform Product Code 
Council (UPCC).  The GS1 Standards are the most widely used standards in the world with over 5 billion scans 
per day.    
 
While GS1 Standards have created a hierarchy that reaches down to the product level for serialization, several 
industry entities have voluntarily chosen to use GS1 EPCIS even as this standard evolves to fully meet the spirit 
of the regulation. EPCIS (Electronic Product Code Information Service) is a global GS1 standard for swapping 
EPC (Electronic Product Code) information.  It allows trading partners to exchange data, in concert with the 
products as they move through the supply chain.  An industry pilot between Johnson & Johnson Supply Chain 
(JJSC) and AmerisourceBergen Corporation (ABC) did just that with actionable and repeatable results.  The 
other two of the “Big 3” (Cardinal & McKesson) are likely to adopt another option which will likely create two 
parallel data pathways.      
 
 
 
 
 
 



Data Integrity 
 

To further complicate matters, in April of 2016, the FDA issued draft guidance specifically targeted towards data 
integrity within the pharmaceutical industry.  Although this was primarily geared towards R&D, testing, clinical 
trials and production, the draft mandates that all records are complete and accurate while preventing the loss, 
misuse and deterioration of stored data.   The draft also defined key terms such as data integrity, meta data, 
electronic signatures, audit trail and backup.  Also addressed were the concerns surrounding shared log-ins, 
how often and by whom should audit trails should be reviewed and the use of electronic signatures.   
 

FDA Terms Definitions: 
 

Data Integrity 
 Refers to the completeness, consistency, and accuracy of data. Complete, consistent, and accurate data 

should be attributable, legible, contemporaneously recorded, original or a true copy, and accurate.  
 
Audit Trail 

 Means a secure, computer-generated, time-stamped electronic record that allows for reconstruction of 
the course of events relating to the creation, modification, or deletion of an electronic record.  An audit 
trail is a chronology of the “who, what, when, and why” of a record. Electronic audit trails include those 
that track creation, modification, or deletion of data.  

 
Audit Trail Review 

 FDA recommends that audit trails that capture changes to critical data be reviewed with each record and 
before final approval of the record. Audit trails subject to regular review should include, but are not limited 
to, the following: the change history of finished product test results, changes to sample run sequences, 
changes to sample identification, and changes to critical process parameters. 

 

ULedger Data Assurance 
 

Data Certainty 
 Uledger Data Assurance provides a platform that provides document level content verification, 

immutable audit trail coupled with identity authentication.  This allows for certainty in data creation 
and subsequent activity.    

 
Independent 3rd Party Record 

 Uledger has developed proprietary Blockchain solutions that enables our clients to create a permanent 
and independent 3rd-party record of any type of data, whether it's an electronic medical record, 
image, contract, journal entry, email or any other type of data.  Our audit trail solution logs the creation 
of data and the activity of that data going forward.  Our Blockchain approach creates indisputable proof 
of the evolution of data to information and finally to fact.   

 
Audit Logs 

 ULedger offers our Blockchain Data Assurance audit logs for both companies that choose to archive and 
maintain control of their data and for those who take advantage of our distributed archival solution.  In 
both scenarios, the audit trail is independent, corroborated by multiple nodes, and provides a 
record of a "fact" at any point in time, ensuring that history cannot be re-written.   

 
Identity Authentication and Tracking 

 ULedger uses cryptography and other technology to authenticate the identity of the person, computer or 
other ‘entity’ that creates and changes data.  This identity authentication is emperitive for tracking data, 
providing proof about the data and identifying the source of security breaches.  This identity is 
permentantly logged on your blockchain audit trail and cannot be tampered with by a bad actor. 



Product Overview and Capabilities 
 

 

Uledger Data Assurance can be used in a stand-alone manner or in combination with other security layers.   
 

Key capabilities include: 
 

 Incorporate Blockchain hash and time-stamps on document content 
 Store audit trail within document, creating permanent and discreet record of: 

 Content 
 Changes 
 History 

 Archive resulting document locally or to ULedger servers 
 Optionally store document locally and audit trail externally for redundancy 
 Identify and report on any attempted changes to signed data 

 

Technology Overview 
 

 

ULedger is a technology platform that provides document-level content verification, immutable audit trail, 
identity authentication, allowing for certainty and assurance of data creation and activity. 
 
ULedger leverages a combination of technologies, including:  
 

 permissioned blockchain 
 cryptography 
 merkelization 
 PKI 
 KSI 
 advanced distributed time keeping processes 

ULedger Blockchain Advantages 
 

 

 Your data remains private - not universally shared with 3rd parties 
 

 Trustless, stateless design – will not require placing trust of your data with 3rd parties 
 

 ULedger technology acts as an overlay on top of your existing technology infrastructure 
 

 Low integration costs with no disruptions - integrates with any system and any type of data 
 

 Will not require adopting new technology and audit log systems 
 

 Real-time streaming of hashes provides real-time value for discovery of data discrepancies 
 
 
 
 
 
 
 

 


