Effective Date: 14 July 2020

UpSource Privacy Policy

UpSource understands the importance of data privacy and is committed to ensuring the privacy and security of
personal data that it holds in accordance with applicable laws. This privacy policy (the “Policy”) describes how we
gather and manage personal data, how and why we use that data and your rights in relation to the data. It is our aim
to be transparent with you about how we use your data and if you have any further enquiries about our processing
of personal data, please see the “Contact” section below.
This policy applies to personal data which is collected and/or used by UpSource in its capacity as a controller as that
term is defined in the EU General Data Protection Regulation (“GDPR”).
Why we use personal data
As a virtual assistant business, we use personal data of our clients, associates, business contacts suppliers and our
own personnel to enable us to provide high-quality services, including virtual personal assistant services (together,
the “Services”). This includes initiating, administering and undertaking virtual personal assistant services, marketing
the Services, events and market updates to potential and existing clients and associates, managing relationships
with our business contacts, managing internal administrative processes, recruitment processes and responding to
any enquiries, complaints or claims which arise in relation to our Services or processing of the data.
How we collect personal data
We collect personal data in a range of different ways depending on our interactions with you. Those include:
●
●
●
●
●
●
●
●

direct meetings or phone / video calls with you;
via our website;
from your direct enquiry to or engagement of us;
via password software and any other software you choose to share with us;
where provided by you;
through publicly available sources, where appropriate;
via trusted third parties, where appropriate and
you contacting us with any other enquiry, complaint or notice.

We may also automatically collect some personal data in connection with our use of cookies, or similar
technologies, on our website. Please see our Cookies Policy below for more information.
By using our website, you acknowledge your understanding of, and where necessary your agreement to, our use of
your personal data.
What personal data we collect
For associates, we collect your name, address, e-mail address, telephone number and any other
personally-identifiable information and other relevant information directly from you or your CV which is relevant to
our engagement, or potential engagement, of you to assist with providing services to UpSource. We may also obtain
personal data about you from third parties as part of our reference checking processes.
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For clients, suppliers and other professional contacts, we collect names, addresses, e-mail addresses, telephone
numbers and any other personally-identifiable information and other information relevant and appropriate to
managing our business relationship and undertaking our services , including without limitation:
•
•
•
•

to carry out pre-engagement checks;
carry out communication, service, billing and administration;
deal with complaints; and
administer claims.

We may also process any other personal data where this data is volunteered to us by you. You consent to us
processing that personal data.
Our legal basis for processing personal data
GDPR requires that we have a valid grounds for processing your personal data. The main grounds that we rely on in
order to process personal data are as follows:
●
●
●

●

the processing is necessary for the performance of a contract, or to take steps (at your request) to enter into
a contract;
the processing is necessary for us to comply with a relevant legal obligation;
the processing is in our legitimate interests, subject to due consideration for your interests and
fundamental rights (this is the basis we rely upon for the majority of the processing of personal data in
connection with the provision of our Services, and also for the purposes of most client on-boarding,
administration and relationship management activities); or
on the basis of your consent (this ground will only be used in limited circumstances).

Where we process your personal data on the basis of your consent, you have the right to withdraw that consent at
any time. If you wish to withdraw your consent, please see the “Contact” section below.
Who we will share personal data with
We may share personal data with our trusted third party suppliers in connection with the Services we provide,
including for internal administration purposes. We may also share your personal data with third parties as
reasonably required in order for us to undertake the services which you have instructed us to undertake.

We may also be required to share your data:
•
•
•
•
•

to a regulatory body or as required by law;
in relation to the prevention and/or detection of crime;
to establish legal rights or to investigate or pursue legal claims;
a merger, acquisition or corporate restructuring to which UpSource is subject; or
to prevent risk of harm to an individual.
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We will use reasonable endeavours to make sure that all third parties that we share your data with are subject to
appropriate obligations to ensure the protection of the data that we share with them.
Transfer of your data outside of the UK and/or European Economic Area (“EEA”)
We may transfer personal data outside of the UK and/or EEA in relation to our work with international client or
suppliers with operations based abroad. Where such a transfer is required, we will ensure that the appropriate
Model Clauses, as approved by the EU Commission, are in place.
How long we will retain personal data
We will only keep personal data for as long as we have a valid basis for needing it. We periodically review the data
that we hold to make sure that it remains both relevant and up-to-date.
Your rights in relation to your personal data
You have certain rights in relation to your personal data that we process. In order to validate any request that we
receive to exercise those rights, we may ask you for additional information to confirm your identity before complying
with your request or we may otherwise require additional information from you in order to respond to the request.
We reserve the right to charge a fee for complying with a request where we are permitted to do so by law, for
instance if your request is manifestly unfounded or excessive.
You can exercise your rights by contacting us (see the “Contact” section below). We will make every reasonable effort
to comply with your request within the required timeframes but there are circumstances where we may not be able
to, or required, to fully comply with your request.
Right to Access: You have the right to access personal data which UpSource holds about you, together with certain
information about how and why your personal data is processed.
Right to Rectification: You have a right to request us to correct your personal data where it is inaccurate or out of
date.
Right to be Forgotten (Right to Erasure): You have the right under certain circumstances to have your personal data
erased. Your information can only be erased if it is no longer necessary for the purpose for which it was collected,
and we have no other valid basis for processing the information.
Right to Restrict Processing: You have the right to restrict the processing of your personal data where is accuracy is
contested, the processing is unlawful, it is no longer needed for the purposes for which it was collected but we still
need it to establish, exercise or defend legal claims or you have exercised the right to object and we have not yet
establish if there are of overriding grounds for retention.
Right to Data Portability: In certain circumstances you have the right to data portability, which requires us to provide
personal data to you or another controller in a commonly used, machine readable format.
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Right to Object to Processing: You have the right to object to the processing of your personal data at any time, but
only where that processing is based on our legitimate interests. If you raise an objection, we have an opportunity to
demonstrate that we have compelling legitimate interests which override your rights and freedoms.
We ensure that you are provided with opt-out options when we send you any marketing.
To exercise any of the abovementioned rights, please see the “Contact” section below.
In addition, you may also have the legal right make a complaint to the relevant supervisory authority or local data
protection authority. In the UK, this is the Information Commissioner’s Office.
Information Security
We implement reasonable technical and organisational measures and safeguards to protect personal data from
unauthorised loss, misuse, alteration, or destruction. This includes access limitation to systems, limiting access to
your personal data on a "need to know" basis, and providing training to appropriate UpSource staff.
Despite these efforts, security cannot be absolutely guaranteed against all threats.
Contact
If you require any further information from us in relation to our processing of your personal data, including where
you would like to make a complaint, please contact us at caroline@weareupsource.co.uk. Alternatively, please feel
free to write to us at: Data Protection Enquiries, UpSource, 54 Hardwicke Road, London, N13 4SG.
Updates
This Policy may be updated at any time by UpSource. Updates to the Policy will be notified to you via our website.
UpSource Cookie Policy
Effective Date: 22 July 2020
This Cookie Policy is written for the purpose of creating transparency about the way that we use cookies on our
website. This Cookie Policy should be read in conjunction with our Privacy Policy.
In order to optimise our Services and user experiences, our website operates cookies. Cookies enable the effective
operation of the website and also are used to help us understand and analyse patterns and user behaviour in order
to inform and help improve the operation of our website and our business generally and to improve user experience.
Any personal data that we collect from the use of cookies is stored in an anonymous, aggregated and in a
non-personal format.

Our cookies gather aggregated information and statistics about all visitors to our website, such as:

Cookie

Description
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Duration

Type

__cfduid

The cookie is set by CloudFare. The cookie
is used to identify individual clients behind
a shared IP address and apply security
settings on a per-client basis. It does not
correspond to any user ID in the web
application and does not store any
personally identifiable information.

acceptgrt

4 weeks

Necessary

2 years

undefined

_ga

This cookie is installed by Google Analytics.
The cookie is used to calculate visitor,
session, campaign data and keep track of
site usage for the site's analytics report.
The cookies store information
anonymously and assign a randomly
generated number to identify unique
visitors.

2 years

Analytics

_gid

This cookie is installed by Google Analytics.
The cookie is used to store information of
how visitors use a website and helps in
creating an analytics report of how the
website is doing. The data collected
including the number visitors, the source
where they have come from, and the pages
visited in an anonymous form.

1 day

Analytics

_gat_gtag_UA_1
73214797_1

Google uses this cookie to distinguish
users.

1 minute

Analytics

What if I don’t want cookies to be used?
By using Upsource’s website you agree that Upsource can place cookies in your device as explained above. If you
want to remove existing cookies from your device you can do this by using your browser settings to do this. Please
note that if you used your browser settings to block the cookies it may impact certain functionality on the Upsource
website or degrade your browsing experience.
Contact
If you require any further information from us in relation to our use of cookies, including where you would like to
make a complaint, please contact us at caroline@weareupsource.co.uk. Alternatively, please feel free to write to us
at: Data Protection Enquiries, UpSource, 483 Green Lanes, London, N13 4BS.
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Updates
This Cookie Policy may be updated at any time by UpSource. Updates to the Cookie Policy will be notified to you via
our website.
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