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Introduction 
These days, business productivity depends largely on the ability to securely access and interact with a 

wide range of information over mobile devices, such as tablets and smartphones. From sales executives 

ƋŅ�ĀåĬÚ�ƋåÏĘĹĜÏĜ±ĹŸØ�ƋĘå�Úåĵ±ĹÚ�üŅų�±ÏÏåŸŸĜĹč�ÏŅųŞŅų±Ƌå�ÏŅĹƋåĹƋ�ŸåÏƚųåĬƼ�ŅĹ�ĵŅÆĜĬå�ÚåƴĜÏåŸ�ĜŸ�čųŅƵĜĹč�

exponentially. 

In the past, implementing security measures to protect corporate content has involved VPNs, intranets, 

ĀųåƵ±ĬĬŸ�±ĹÚ�Ş±ŸŸƵŅųÚŸţ�BŅƵåƴåųØ�ƋĘå�ĜĹÏųå±ŸĜĹč�ƚŞƋ±ĩå�Ņü�ĵŅÆĜĬå�ÚåƴĜÏåŸ�ĜĹ�ÏŅųŞŅų±Ƌå�ŸåƋƋĜĹčŸ�ĵå±ĹŸ�

ŸåÏƚųĜƋƼ�ĵå±ŸƚųåŸ�ĵƚŸƋ�Æå�ĜĵŞĬåĵåĹƋåÚ�Ņƴåų�±�ŞĬåƋĘŅų±�Ņü�ĹåƋƵŅųĩŸ�±ĹÚ�ÚåƴĜÏåŸţ�

bigtincan has created a powerful solution with bigtincan hubTM. An application for mobile devices,  

it allows for the distribution, management and governance of a range of content, including documents 

and rich media content, with enterprise-grade security. 

bigtincan hub Architecture 
�Ęå�ÆĜčƋĜĹÏ±Ĺ�ĘƚÆ�ŸƼŸƋåĵ�ƚŸåŸ�±�āåƻĜÆĬå�ÏŅĹƋåĹƋ�ŸƋŅųåţ��ŅĹƋåĹƋ�ĜŸ�±ÚÚåÚ�ÚƼĹ±ĵĜÏ±ĬĬƼ�ƋŅ�±�ŸåųƴåųØ� 

referenced from a database and then pushed to mobile devices using a set of secure programming  

interfaces (APIs). 

ÆĜčƋĜĹÏ±Ĺ�ĘƚÆ�ÏĬĜåĹƋŸ�ŠƵåÆØ�ĵŅÆĜĬå�±ĹÚ�ÚåŸĩƋŅŞš�Ĭåƴåų±čå�Ņƚų�ŸåÏƚųå�ĜĹƋåųü±ÏåŸ�ƋŅ�ŧƚåųƼØ�ųåƋųĜåƴå�±ĹÚ� 

±ƚÚĜƋ�ƋĘå�ÏŅĹƋåĹƋ�ƋĘ±Ƌ�Ę±Ÿ�ÆååĹ�ŸŞåÏĜĀÏ±ĬĬƼ�±ŸŸĜčĹåÚ�ƋŅ�ƋĘå�ÚåƴĜÏåxƚŸåų�ÏŅĵÆĜĹ±ƋĜŅĹţ�ÆĜčƋĜĹÏ±Ĺ�ĘƚÆ�

securely encrypts content at rest as well as in transit with Advanced Encryption Standard (AES) and FIPS+ 

encryption capabilities.

Figure 1 – How it Works
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Key Security Advantages of bigtincan hub 

Î�Secure protocol use: The system is based on 

�åÏƚųå��ŅÏĩåƋŸ�X±Ƽåų�Š��Xš�ÏŅĵĵƚĹĜÏ±ƋĜŅĹŸØ�

åĹÏųƼŞƋĜĹč�ƋĘå�ĬĜĹĩ�ƋĘ±Ƌ�åĹÚěƚŸåų�ÚåƴĜÏåŸ�ƚŸå�

to get access to the server. 

Î�File obfuscation: Files are not stored using 

ƋĘåĜų�ŅųĜčĜĹ±Ĭ�ĀĬå�Ĺ±ĵåŸţ�eĬĬ�ĀĬåŸ�ƚŞĬŅ±ÚåÚ�ƋŅ�

the server are obfuscated. 

Î�Internal content store: The content store server 

can be hosted in a secure bigtincan cloud facility 

Ņų�ĜĹƋåųĹ±ĬĬƼØ�ÆåĘĜĹÚ�ƋĘå�ÏŅųŞŅų±Ƌå�ĀųåƵ±ĬĬ�±ĹÚ�

ŅƋĘåų�ŸåÏƚųå�ŞųĜƴ±Ƌå�ĹåƋƵŅųĩ�±ÏÏåŸŸ�ųåŸƋųĜÏƋĜŅĹŸţ�

With the creation of an internal content store, 

the enterprise can control access to data for its 

employees and approved external parties. All 

content stored on the server is encrypted and 

access is controlled through user authentication. 

Î�Ability to remote wipe: The bigtincan hub server can initiate a remote wipe of content from devices 

automatically over the air. This allows the organization to immediately remove content, including both 

ųå±Ú�±ĹÚ�ƚĹųå±ÚØ�üųŅĵ�ƋĘå�ÚåƴĜÏå�ĜĹ�ųå±Ĭ�ƋĜĵåţ��ĘĜŸ�ŸƼŸƋåĵ�ƵŅųĩŸ�åƴåĹ�Ĝü�ƋĘå�ƚŸåų�Ę±Ÿ�ƋĘå�ÆĜčƋĜĹÏ±Ĺ�ĘƚÆ�

application open and is engaged in the content to be deleted. This process also allows for live-editing 

content, with new content replacing existing content on the device. 

Î��åĬåÏƋåÚ�ÏŅĹƋåĹƋ�Ï±ÏĘå�Ņü�ĀĬå�±ƋƋ±ÏĘĵåĹƋŸ×�ÆĜčƋĜĹÏ±Ĺ�ĘƚÆ�ŅýåųŸ�ƋĘå�ŅŞƋĜŅĹ�Ņü�ŞųŅƴĜÚĜĹč�ÚåƴĜÏåěŸĜÚå�

ÏŅĹƋåĹƋ�Ï±ÏĘå�üŅų�ĀĬå�±ƋƋ±ÏĘĵåĹƋŸţ�kųč±ĹĜǄ±ƋĜŅĹŸ�ƋĘ±Ƌ�ÏĘŅŅŸå�ƋŅ�ÚĜŸ±ÆĬå�ÏŅĹƋåĹƋ�Ï±ÏĘå�ƵĜĬĬ�üŅųÏå�±�

ųåĬŅ±Ú�Ņü�ĀĬå�ÏŅĹƋåĹƋ�å±ÏĘ�ƋĜĵå�ƋĘå�ƚŸåų�±ÏÏåŸŸåŸ�ĜƋØ�åĹŸƚųĜĹč�ƋĘ±Ƌ�ĹŅ�ŸåÏƚųå�ÏŅĹƋåĹƋ�ĜŸ�ŅĹ�±�ĬŅŸƋ�Ņų�

stolen device. 

Î��ƵŅěü±ÏƋŅų�±ƚƋĘåĹƋĜÏ±ƋĜŅĹ×�ÆĜčƋĜĹÏ±Ĺ�ƚŸåŸ�±�ƚĹĜŧƚå�ÚåƴĜÏå�ĜÚåĹƋĜĀåų�ƋŅ�ĜÚåĹƋĜüƼ�ƋĘå�ŸŞåÏĜĀÏ�ÚåƴĜÏå�ƋĘ±Ƌ�

a user is using to access the content store. It is possible to whitelist devices that are usable on the 

system and tie them to a user account to select which content is delivered to each device. This gives 

ƋĘå�±ÆĜĬĜƋƼ�üŅų�ƋĘå�åĹÚ�ŸƼŸƋåĵ�ƋŅ�ÚåĬĜƴåų�ŸŞåÏĜĀÏ�ÏŅĹƋåĹƋ�ƋŅ�±�ƚĹĜŧƚå�ÚåƴĜÏåţ�

Î�I±ĜĬÆųå±ĩ�ÚåƋåÏƋĜŅĹ×�ÆĜčƋĜĹÏ±Ĺ�ĘƚÆ�ĜĹÏŅųŞŅų±ƋåŸ�ƋåÏĘĹŅĬŅčƼ�ƋŅ�ƵŅųĩ�ƵĜƋĘ�eŞŞĬå�Ĝk�ěÚåĬĜƴåųåÚ� 

åĹÏųƼŞƋĜŅĹ�ƋŅ�ÚåƋåÏƋ�ůģ±ĜĬÆųŅĩåĹű�Ĝk��ÚåƴĜÏåŸØ�±ĹÚ�ůųŅŅƋåÚű�ÚåƴĜÏåŸ�ŅĹ�eĹÚųŅĜÚţ��ĘĜŸ�ŸåÏƚųå�ŸƋųƚÏƋƚųå�

controls highly sensitive content and ensures that the organization does not expose secure content 

to devices that have been compromised. 

Î�cåƋƵŅųĩ�±ÏÏåŸŸ�ÏŅĹƋųŅĬ×��Ęå�ŸƼŸƋåĵ�±ĬĬŅƵŸ�ĹåƋƵŅųĩ�±ÏÏåŸŸ�ƋŅ�Æå�ÏŅĹƋųŅĬĬåÚ�ƋŅ�±�ŸŞåÏĜĀÏ�ŸåƋ�Ņü�F{�

addresses, ensuring that only approved users are able to access the server and engage with content. 

Î��ŅĹƋåĹƋ�åƻŞĜųƼ×��ŅĹƋåĹƋ�Ï±Ĺ�Æå�±ƚƋŅĵ±ƋĜÏ±ĬĬƼ�ųåĵŅƴåÚ�üųŅĵ�±�ÚåƴĜÏå�ÆƼ�ŸåƋƋĜĹč�±Ĺ�åƻŞĜųƼ�Ú±Ƌå�üŅų�

ŸŞåÏĜĀåÚ�ÏŅĹƋåĹƋţ��Ęå�ÏŅĹƋåĹƋ�ƵĜĬĬ�Æå�ųåĵŅƴåÚ�±ƚƋŅĵ±ƋĜÏ±ĬĬƼ�üųŅĵ�±ĬĬ�ƋĘå�ÚåƴĜÏåŸ�ƵĜƋĘ�ĹŅ�ƚŸåų� 

intervention. 

ŮíĂŢ�Ņü�åĵŞĬŅƼååŸ�ƚŸå�ŞĘŅĹåx

tablet applications and web-

based services for both  

purposes which is putting 

corporate information security 

under serious threat.”

Forrester’s Forrsights Workforce 
Employee Survey, Q4 2012
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Î�XŅÏ±ƋĜŅĹěÆ±ŸåÚ�ÏŅĹƋåĹƋ�ÏŅĹƋųŅĬŸ×��ŅĹƋåĹƋ�Ï±Ĺ�Æå�ƋĜåÚ�ƋŅ�±�ĬŅÏ±ƋĜŅĹ�ÚåƋåųĵĜĹåÚ�åĜƋĘåų�ÆƼ�±�:{��

ÏŅěŅųÚĜĹ±Ƌå�ŠX±ƋxXŅĹčš�±ĹÚ�ų±ÚĜƚŸØ�Ņų�ÆƼ�ĵĜÏųŅěĬŅÏ±ƋĜŅĹ�ŸƼŸƋåĵŸ�ĬĜĩå�Ĝ�å±ÏŅĹŸØ�±ĬĬŅƵĜĹč�ƚŸåųŸ�ƋŅ�ŅĹĬƼ�

get access to the content when they are in a particular area. 

Î�Device whitelisting: bigtincan hub can allow the administrator to white list a set of devices and map 

those devices to a particular user, thus enabling them to control which users can access the content 

from which devices. This ensures that access rights are preserved. 

Cloud or On-Premise 

bigtincan hub is deployed as either a cloud-based solution or as an on-premise solution for organizations

Documents are stored securely and managed by bigtincan hub in the cloud. bigtincan hub employs a 

ÏŅĹƋųŅĬĬåÚ�±ųÏĘĜƋåÏƋƚųå�ƵĜƋĘ�ĀųåƵ±ĬĬ�±ÏÏåŸŸ�±ĹÚ�ŅƋĘåų�ĜĹÚƚŸƋųƼ�ŸƋ±ĹÚ±ųÚ�ŸåÏƚųĜƋƼ�ĵå±ŸƚųåŸ�Ņų�ÏŅƚĹƋåųě�

measures. 

On-Premise 

�ĘåĹ�ÚåŞĬŅƼåÚ�±Ÿ�±Ĺ�ŅĹěŞųåĵĜŸå�ŸåųƴåųØ�ŸƚÏĘ�±Ÿ�ĜĹ�±�ÚåĵĜĬĜƋ±ųĜǄåÚ�ǄŅĹå�Š%a¬šØ�ÆåĘĜĹÚ�±�ĀųåƵ±ĬĬ�Ņų�ƵĜƋĘ�

access through a private APN, security levels can be controlled by the user organization. This includes 

restricting access to the server for publishing and retrieving content.

%åƴĜÏåě�ĜÚå��åÏƚųĜƋƼ��åĹåĀƋŸ�
Using bigtincan hub with secure mobile devices enables increased security: 

Î�Apple®�Ĝk��ÚåƴĜÏåŸ×�ÆĜčƋĜĹÏ±Ĺ�ĘƚÆ�Ïųå±ƋåŸ�ŸåÏƚųå�ĀĬå�±ÏÏåŸŸ�üŅų�å±ÏĘ�±ŞŞĬĜÏ±ƋĜŅĹ�ŅĹ�ƋĘå�ÚåƴĜÏåţ�

�±ŸåÚ�ŅĹ�eŞŞĬå�ÚŅÏƚĵåĹƋ±ƋĜŅĹØ�ƵĜƋĘŅƚƋ�åƻŞĬĜÏĜƋ�ƚŸåų�ĜĹŸƋųƚÏƋĜŅĹ�ĜŸ�ĜƋ�ĹŅƋ�ŞŅŸŸĜÆĬå�ƋŅ�ŅÆƋ±ĜĹ�±ÏÏåŸŸ�ƋŅ�

content in one application from another application. Secure content sent to bigtincan hub cannot be 

viewed by other apps without user instruction, although this ability can be removed. 

Î�ÆĜčƋĜĹÏ±Ĺ�ĘƚÆ�ĜĹÏĬƚÚåŸ�ƋĘå�±ÆĜĬĜƋƼ�ƋŅ�ŸŞåÏĜüƼ�±Ĺ�ůåĹÏųƼŞƋåÚ�ÏĘ±ĹĹåĬű�üŅų�Ĝk��ÚåƴĜÏåŸ�ƵĘåųå�ƋĘå� 

±ŞŞĬĜÏ±ƋĜŅĹ�ƚŸåŸ�ƋĘå�Ę±ųÚƵ±ųå�±ÏÏåĬåų±ƋåÚ�åĹÏųƼŞƋĜŅĹ�ÏĘĜŞ�ŅĹ�Ĝk��ƋŅ�åĹÏųƼŞƋ�ÏŅĹƋåĹƋ�ĜĹŸĜÚå�ƋĘå� 

ÆĜčƋĜĹÏ±Ĺ�ĘƚÆ�ŸåÏƚųå�ÏŅĹƋ±ĜĹåųØ�ƵĜƋĘŅƚƋ�ƋĘå�ĹååÚ�üŅų�±ĹƼ�åƻƋåųĹ±Ĭ�ůƵų±ŞŞĜĹčű�Ņų�ŅƋĘåų�ÚåƴĜÏå� 

hardware control systems. 

Î�Android devices: Devices that provide hardware encryption (i.e., most Samsung devices) can be  

remotely controlled to ensure encryption is enabled before content is loaded to the device. 

Î�Mobile platform enterprise distribution tools: These are a range of tools that include the ability to 

ŞåųüŅųĵ�ųåĵŅƋå�ƵĜŞå�Ņü�±�ÚåƴĜÏåØ�ųåŸƋųĜÏƋ�ƋĘå�ÚåƴĜÏåűŸ�±ÏÏåŸŸ�ƋŅ�ÏåųƋ±ĜĹ�±ŞŞŸØ�±ĹÚ�ŅƋĘåų�±Úƴ±ĹÏåÚ�

enterprise management tools. These tools are part of a standard enterprise deployment of mobile 

devices and add to the security of sensitive documents. 

Î��ŅĹƋåĹƋ�ĬåƴåĬ�ÏŅĹƋųŅĬŸ×�ÆĜčƋĜĹÏ±Ĺ�ĘƚÆ�ŸƚŞŞŅųƋŸ�ÏŅĹƋåĹƋ�ĬåƴåĬ�ÏŅĹƋųŅĬŸ�Æ±ŸåÚ�ŅĹ�ƚŸåų�ųŅĬåŸ�ƋŅ�čŅƴåųĹ�

how users can access, edit, and share content inside bigtincan hub. These controls are set on the 

server and can be remotely reset, allowing the administrator to control how users access content on 

a globally distributed set of mobile devices. 
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Contextual Security 
XŅÏ±ƋĜŅĹěÆ±ŸåÚ�ÏŅĹƋåĹƋ�ÏŅĹƋųŅĬŸ�ŞųåƴåĹƋ�ƚŸåųŸ�

üųŅĵ�±ÏÏåŸŸĜĹč�Ņų�Ƌ±ĩĜĹč�ÏŅĹƋåĹƋ�ƋŅ�ŞĬ±ÏåŸ�ƋĘ±Ƌ�ƋĘåƼ�

ŸĘŅƚĬÚĹűƋţ��±ŸåÚ�ŅĹ�ÚåƴĜÏå�F%Ø�±ÏÏåŸŸ�ƋŅ�ÏŅĹƋåĹƋ�ÆƼ�

devices that are not controlled by the organization 

Ï±Ĺ�Æå�ųåŸƋųĜÏƋåÚţ��ŅĹƋåĹƋ�ųåŸƋųĜÏƋĜŅĹ�Ï±Ĺ�±ĬŸŅ�Æå�

Æ±ŸåÚ�ŅĹ�ĹåƋƵŅųĩ�ÏŅĹĹåÏƋĜƴĜƋƼ�ÆƼ�ųåŧƚĜųĜĹč�±�Ş±ŸŸ-

ƵŅųÚ�ƋŅ�±ƚƋĘåĹƋĜÏ±Ƌå�ƵĘĜÏĘ�ųåŧƚĜųåŸ�±�ĵŅÆĜĬå�ƚŸåų�

to be on-line. 

Server Side Security 
bigtincan hub has integrated security on the server 

side for both cloud-hosted and on-premise private 

server implementations. All content on the server is 

encrypted, and access is restricted and controlled 

ƚŸĜĹč�ĵ±Ĺ±čåÚ�ƚŸåųxŞ±ŸŸƵŅųÚ�±ÏÏåŸŸţ��ĘĜŸ�ĜĹÏĬƚÚåŸ�

automatic restriction of IP addresses based on 

failed logins. 

FĹŸƋ±ĬĬĜĹč�±Ĺ�ŅĹěŞųåĵĜŸå�ŞųĜƴ±Ƌå�Ÿåųƴåų�ÆåĘĜĹÚ�±�ÏŅųŞŅų±Ƌå�ĀųåƵ±ĬĬ�ŅýåųŸ�åĹƋåųŞųĜŸå�ÏƚŸƋŅĵåųŸ�ÏŅĵŞĬåƋå�

control of their content. The addition of a private APN (delivered by a carrier) allows the transmission of 

content that never touches the public Internet.

Private Content 
8Ņų�ƚŸåųŸ�ƋĘ±Ƌ�ųåŧƚĜųå�±ÚÚĜƋĜŅĹ±Ĭ�ŸåÏƚųĜƋƼ�ĵå±ŸƚųåŸ�ŅĹ�Ş±ųƋĜÏƚĬ±ų�čųŅƚŞŸ�Ņü�ĀĬåŸØ�ÆĜčƋĜĹÏ±Ĺ�ĘƚÆ�±ĬĬŅƵŸ�

ĜĹÚĜƴĜÚƚ±Ĭ�ÏŅĹƋåĹƋ�ƋŅ�Æå�ŸåƋ�ƋŅ�ůŞųĜƴ±Ƌåţű��ĘåĹ�ƋĘå�ÏŅĹƋåĹƋ�±ĹÚ�ĀĬåŸ�±ųå�±ÚÚåÚØ�ƋĘå�ųåÏĜŞĜåĹƋ�ÚåƴĜÏå�ŸååŸ�

ŅĹĬƼ�±�ĬŅÏĩ�ĜÏŅĹţ��Ņ�ƚĹĬŅÏĩ�ƋĘå�ÏŅĹƋåĹƋØ�ƋĘå�ƚŸåų�ĵƚŸƋ�åĹƋåų�±�ŸåŞ±ų±Ƌå�Ş±ŸŸƵŅųÚ�ĩĹŅƵĹ�ŅĹĬƼ�ÆƼ�ƋĘå�

user of the app. 

bigtincan hub removes private content after the user moves away from the story. When the user moves 

Æ±Ïĩ�±ĹÚ�ƚĹĬŅÏĩŸ�ŞųĜƴ±Ƌå�ÏŅĹƋåĹƋ�±č±ĜĹØ�ĜƋűŸ�ÚŅƵĹĬŅ±ÚåÚ�±č±ĜĹØ�åĹŸƚųĜĹč�ƋĘ±Ƌ�ƋĘå�ÏŅĹƋåĹƋ�ĜŸ�ÚåĬĜƴåųåÚ�

securely, and then wiped after use. 

Control of Data Loss Prevention 
With the increasing use of mobile devices to review, annotate and comment on secure documents, it 

ĜŸ�ĜĹÏųå±ŸĜĹčĬƼ�ĜĵŞŅųƋ±ĹƋ�ƋŅ�Æå�±ÆĬå�ƋŅ�ÏŅĹƋųŅĬ�ĘŅƵ�ƋĘåƼ�±ųå�ƚŸåÚ�±ĹÚ�ƋŅ�Æå�±ÆĬå�ƋŅ�ÏŅĹƋųŅĬ�ĀĬå�ŸĘ±ųĜĹčţ�

ÆĜčƋĜĹÏ±Ĺ�ĘƚÆ�ĜĹÏĬƚÚåŸ�ƋĘå�±ÆĜĬĜƋƼ�ƋŅ�ƋƚųĹ�ŸĘ±ųĜĹč�ŅĹ�Ņų�Ņý�ŅĹ�±�ŞĜåÏå�Ņü�ÏŅĹƋåĹƋ�ĬåƴåĬ�Æ±ŸĜŸţ��ĜƋĘ�ŸĘ±ųĜĹč�

ƋƚųĹåÚ�ŅýØ�±ĬĬ�ÏŅĹƋåĹƋ�ĜĹŸĜÚå�ƋĘ±Ƌ�ÏŅĹƋåĹƋ�ÆƚĹÚĬå�ĜŸ�ÚåĬĜƴåųåÚ�ƋŅ�ƋĘå�ÚåƴĜÏå�ĜĹ�ƋĘå�Ÿ±ĵå�Ƶ±ƼØ�ÆƚƋ�ƋĘå�

±ÆĜĬĜƋƼ�ƋŅ�ŸĘ±ųå�ƋĘå�ÚŅÏƚĵåĹƋŸ�ĜŸ�ƋƚųĹåÚ�Ņýţ�

Ů�Ƽ�ƖǈŎƅØ�ƖǈŢ�Ņü�åĹƋåųŞųĜŸå�

�¥k%�ŞųŅčų±ĵŸ�ƵĜĬĬ�ü±ĜĬ�Úƚå�

to enterprise deployment of 

mobile device management 

features that are too restrictive.”

Gartner – Bring Your Own Device: 
Mobile Trends & Securing The 
Transition, February 2014
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�ĘĜŸ�åƻƋåĹÚŸ�ƋĘå�±ÆĜĬĜƋƼ�ƋŅ�ƚŸå�ƋĘå�ůkŞåĹ�FĹØű�ŞųĜĹƋ�Ņų�åĵ±ĜĬ�üƚĹÏƋĜŅĹŸ�ƋĘ±Ƌ�±ųå�ÏŅĵĵŅĹ�ĜĹ�Ĝk��±ŞŞŸØ�±ĹÚ�

±ŞŞĬĜÏ±ƋĜŅĹ�ůĜĹƋåĹƋŸű�ĜĹ�eĹÚųŅĜÚţ��ĘĜŸ�ÏŅĹƋųŅĬ�åĹŸƚųåŸ�ƋĘ±Ƌ�ĹŅ�ÏŅĹƋåĹƋ�ĜĹŸĜÚå�ÆĜčƋĜĹÏ±Ĺ�ĘƚÆ�ĜŸ�Æ±ÏĩåÚ�ƚŞ�ƋŅ�

iTunes® either through a physical connection or an WiFi connection. 

Documents delivered through bigtincan hub can be controlled and managed in a way that allows the IT 

department to ensure that they are maintained there. 

Content Usage Auditing and Reporting 
ÆĜčƋĜĹÏ±Ĺ�ĘƚÆ�ŞųŅƴĜÚåŸ�±�ŞŅƵåųüƚĬ�ųå±ĬěƋĜĵå�ƚŸ±čå�±ƚÚĜƋĜĹč�¼�ųåŞŅųƋĜĹč�ŸƼŸƋåĵţ�ÆĜčƋĜĹÏ±Ĺ��ŅĹƋåĹƋ�F}� 

allows an account administrator to view how end users have used content on their devices. This  extends 

to identifying each time a user opens a story or a document, how long it was opened,  and with whom 

the content was shared. 

�ĘĜŸ�ĜĹüŅųĵ±ƋĜŅĹ�Ï±Ĺ�Æå�ƴĜåƵåÚ�ĜĹ�ƋĘå�eÚĵĜĹ��åÆ��F�Ņų�ĜŸ�åƻŞŅųƋ±ÆĬå�±Ÿ�±�ÏŸƴ�ĀĬå�üŅų�±Ĺ±ĬƼŸĜŸ�ĜĹ�ŅƋĘåų�

reporting tools.
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�ƚŸƋŅĵ��ŅĹĀčƚų±ƋĜŅĹŸ�üŅų�eƚƋĘåĹƋĜÏ±ƋĜŅĹ�
�Ęå�ÆĜčƋĜĹÏ±Ĺ�ĘƚÆ�ŸƼŸƋåĵ�±ĬĬŅƵŸ�üŅų�ÏƚŸƋŅĵ�ŸåÏƚųĜƋƼ�ÏŅĹĀčƚų±ƋĜŅĹŸ�ƋĘ±Ƌ�åƻƋåĹÚ�ƋŅ�ĬĜĹĩĜĹč�±ƚƋĘåĹƋĜÏ±ƋĜŅĹ�

ƋŅ�eÏƋĜƴå�%ĜųåÏƋŅųƼ�Ņų�X%e{�ƋĘųŅƚčĘ�ƋŅ�ĜĹƋåčų±ƋåÚ��{c�±ĹÚ�ŅƋĘåų�ŸåÏƚųĜƋƼ�±ÏÏåŸŸ�ÏĬ±ŸŸĜĀÏ±ƋĜŅĹŸţ��ŸåųŸ�

ƋĘ±Ƌ�ĜĵŞĬåĵåĹƋ�ŸĜĹčĬå�ŸĜčĹěŅĹ�ƋåÏĘĹŅĬŅčƼ�ĬĜĩå��eaX�Ï±Ĺ�ƚŸå�ƋĘåĜų�ŸƋ±ĹÚ±ųÚ��eaX�Æ±ŸåÚ�ŸåųƴĜÏå�ƋŅ�

authenticate users. 

bigtincan Delivers On the Security Enterprise Customers Need 
bigtincan hub delivers on the security enterprise customers need with the document encryption,  

ŸåÏƚųå�ĜĹƋåųĹ±Ĭ�Ÿåųƴåų�ŅŞƋĜŅĹŸ�±ĹÚ�ŞųĜƴ±Ƌå�ŸƋŅųƼ�Ï±Ş±ÆĜĬĜƋĜåŸ�ųåŧƚĜųåÚ�ƋŅ�±ĬĬŅƵ�ƋĘå�ĵŅŸƋ�ŸåÏƚųå�ÏŅĹƋåĹƋ�

ƋŅ�Æå�ŞƚÆĬĜŸĘåÚ�ƋŅ�ĵŅÆĜĬå�ÚåƴĜÏåŸţ��åÏƚųĜƋƼ�±ĹÚ�ÏŅĹƋåĹƋ�ÏŅĹƋųŅĬ�±ųå�ĩåƼ�ƋŅ�ƋĘå�ÆĜčƋĜĹÏ±Ĺ�ĘƚÆ�ŞĬ±ƋüŅųĵ�

and are part of our plan to enable mobile content on the widest range of mobile devices. 

Ù�ƖǈŎĉ�ÆĜčƋĜĹÏ±Ĺţ�eĬĬ�ųĜčĘƋŸ�ųåŸåųƴåÚţ�eĬĬ�Ƌų±Úåĵ±ųĩŸ�±ĹÚ�ųåčĜŸƋåųåÚ�
Ƌų±Úåĵ±ųĩŸ�±ųå�ƋĘå�ŞųŅŞåųƋƼ�Ņü�ƋĘåĜų�ųåŸŞåÏƋĜƴå�ŅƵĹåųŸţ

eŞŞĬå�±ĹÚ�Ĝ�ƚĹåŸ�±ųå�ųåčĜŸƋåųåÚ�Ƌų±Úåĵ±ųĩŸ�Ņü�eŞŞĬå�FĹÏţ 


